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Abstract 
 
The overall objective of the TACO project has been to improve the knowledge on 
principles and best practices related to the traceability and communication of 
requirements in digital I&C systems development. On the basis of experiences in 
the Nordic countries, the project has aimed at identifying the best practices and 
most important criteria for ensuring effective communication in relation to re-
quirements elicitation and analysis, understandability of requirements to all par-
ties, and traceability of requirements through the different design phases. It is 
expected that the project will provide important input to the development of guide-
lines and establishment of recommended practices related to these activities. 
 
The report provides a summary of the project activities and deliverables, dis-
cusses possible application areas, and provides a link to its utilization in the pro-
ject “Management of Requirements in NPP Modernization Projects” 
(NKS_R_2005_47). In the preparation of the final report, a number of application 
areas have been identified where the TACO deliverables, first of all the TACO 
Shell and the TACO Traceability Model, can be utilized. The report aims at facili-
tating such utilization, by defining the context and main issues, explaining the 
main aspects of the deliverables, discussing the challenges experienced in the 
different application domains with respect requirements management, traceability 
and communication – and how can the TACO results contribute to solving these 
challenges. 
 
 
Key words 
 
Traceability, requirements, TACO, change management, digital I&C, systems 
development 
 
 
 
 
 
 
 
 
NKS-115 
ISBN 87-7893-176-2 
 
Pitney Bowes Management Services Denmark A/S, 2005 
 
The report can be obtained from 
NKS Secretariat 
NKS-775 
P.O. Box 49 
DK - 4000 Roskilde, Denmark 
 
Phone +45 4677 4045 
Fax +45 4677 4046 
www.nks.org 
e-mail nks@nks.org 



 
 
 

 

 
 

Traceability and Communication of 
Requirements in Digital I&C Systems 

Development 
- Final Report - 

 
 

Terje Sivertsen, Rune Fredriksen and Atoosa P-J Thunem
IFE 

 
Jan-Erik Holmberg, Janne Valkonen, Olli Ventä 

VTT 
 

Jan-Ove Andersson 
Ringhals AB 

 
 



 

 1

Foreword 
This document constitutes the final report for the project “Traceability and Communication of 
Requirements in Digital I&C Systems Development” (NKS-R project number 
NKS_R_2002_16). The report provides a summary of the project activities and deliverables, 
discusses possible application areas, and provides a link to its utilization in the project “Man-
agement of Requirements in NPP Modernization Projects” (NKS_R_2005_47). In the prepa-
ration of the final report, a number of application areas have been identified where the TACO 
deliverables, first of all the TACO Shell and the TACO Traceability Model, can be utilized. 
The report aims at facilitating such utilization, by defining the context and main issues, ex-
plaining the main aspects of the deliverables, discussing the challenges experienced in the 
different application domains with respect requirements management, traceability and com-
munication – and how can the TACO results contribute to solving these challenges. 
 
Halden, June 2005 
 
 
Terje Sivertsen 
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Summary 
The title of the reported project is “Traceability and Communication of Requirements in Digi-
tal I&C Systems Development”, abbreviated TACO. The NKS project number is 
NKS_R_2002_16. The present report is the final report from the project. 
 
The overall objective of the TACO project has been to improve the knowledge on principles 
and best practices related to the issues concretised in the preproject. On the basis of experi-
ences in the Nordic countries, the project has aimed at identifying the best practices and most 
important criteria for ensuring effective communication in relation to requirements elicitation 
and analysis, understandability of requirements to all parties, and traceability of requirements 
through the different design phases. It is expected that the project will provide important input 
to the development of guidelines and establishment of recommended practices related to these 
activities. 
 
The overall aim of the preproject, which was carried out in the second half of 2002, was to 
identify the main issues related to traceability and communication of requirements in digital 
I&C systems development. By focusing on the identification of main issues, the preproject 
provided a basis for prioritising further work, while at the same time providing some initial 
recommendations related to these issues. The establishment of a Nordic expert network within 
the subject was another important result of the preproject. 
 
The project activities in 2003 constituted a natural continuation of the preproject, and focused 
on the technical issues concretised in the preproject report. The work concentrated on four 
central and related issues, viz. 
 

• Representation of requirements origins 
• Traceability techniques 
• Configuration management and the traceability of requirements 
• Identification and categorisation of system aspects and their models 

 
The results from the preproject and the activities in 2003 were presented at the first TACO 
Industrial Seminar, which took place in Stockholm on the 12th of December 2003. The semi-
nar was hosted by SKI. 
 
In 2004, the work focused on providing a unified exposition on the issues studied and thereby 
facilitating a common approach to requirements handling, from their origins and through the 
different development phases. Emphasis was put on the development of the TACO Traceabil-
ity Model. The model supports understandability, communication and traceability by provid-
ing a common basis, in the form of a requirements change history, for different kinds of 
analysis and presentation of different requirements perspectives. Traceability is facilitated 
through the representation of requirements changes in terms of a change history tree built up 
by composition of instances of a number of change types, and by providing analysis on the 
basis of this representation. Much of the strength of the TACO Traceability Model is that it 
aims at forming the logic needed for formalising the activities related to change management 
and hence their further automation. 
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The work was presented at the second TACO Industrial Seminar, which took place in Hel-
sinki on the 8th of December 2004. The seminar was hosted by STUK. 
 
On basis of previous TACO work and responses received at the first and second TACO 
Industrial Seminar, the activity in 2005 has concentrated on producing the final report of the 
TACO project and making preparations for industrial utilization of the research results. The 
TACO project was scheduled for completion on the 30th of June 2005.  
 
To facilitate the utilization of the results from the TACO project, a follow-up activity MORE 
(Management of Requirements in NPP Modernization Projects, NKS_R_2005_47), was sche-
duled for initiation on the 1st of July 2005. The MORE project will aim at the industrial utili-
sation of results from the TACO project. The proposed new activity will build on and add to 
the results from the TACO project. The overall objective of MORE is to improve the means 
for managing the large amounts of evolving requirements in Nordic NPP modernization pro-
jects. On basis of compiled experiences on the problem of handling large amounts of informa-
tion in relation to Nordic modernization projects, the MORE project will investigate how the 
approach to requirements management developed in the TACO project can be utilised to han-
dle large amounts of evolving requirements in NPP modernization projects. 



 

 7

1. Introduction 
The title of the reported project is “Traceability and Communication of Requirements in Digi-
tal I&C Systems Development”, abbreviated TACO. The NKS project number is 
NKS_R_2002_16.  
 
The present report is the final report from the TACO project, and summarizes both the 
achievements and a set of prospective applications. The TACO project has been carried out 
through a combination of project meetings, coordinated preparation of annual reports, indus-
trial seminars, and other dissemination activities. Each year’s activities have been documented 
in separate reports, viz. the preproject report, the project reports from 2003 and 2004, and the 
present, final report. This documentation is extended through the presentations and papers 
prepared to meetings, workshops, seminars, and conferences. This includes a peer-reviewed 
paper accepted for presentation and publication at the Safecomp 2005 conference. Together, 
the documentation of the TACO project facilitates wide dissemination of the research results, 
to the intended audience. 
 
In the preparation of the present report, particular concern has been given to the identification 
of potential applications of the TACO deliverables. As a result, the report includes a discus-
sion on a variety of problem areas and how these deliverables, first of all the TACO Shell and 
the TACO Traceability Model, can be utilized. 
 
Chapter 2 summarizes the background and objectives of the TACO project, partly by empha-
sizing the importance of clear, complete and stable requirements and the demands this puts on 
the systems development. 
 
Chapter 3 provides short summaries from each year’s activities and documented results, in-
cluding the industrial seminars and other dissemination activities. 
 
Chapter 4 presents the TACO common approach to requirements handling, called the TACO 
Shell, intended as a framework for traceability and communication of requirements. 
 
Chapter 5 introduces prospective applications and possible follow-up activities and topics for 
the future. 
 
Chapter 6 gives information on the project MORE (Management of Requirements in NPP 
Modernization Projects, NKS_R_2005_47), aiming at the industrial utilisation of results from 
the TACO project. 
 
The appendix gives a brief overview of the project organisation and activities. 
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2. Motivation 
Several cases from the nuclear industry indicate the importance of clear, complete, and stable 
requirements from the beginning of the system development project. Since the safety of 
digital I&C is a property of the system in which it is embedded, the requirements specification 
also plays an important role in the safety assessment. In the development of NPP digital I&C 
systems, it is important to be able to trace the requirements backwards to the safety analysis 
report and forwards to the implementation (for development and quality control). A practical 
problem in this context relates to large amounts of documentation that must be read, and on 
this basis producing a requirements specification of the safety automation systems. An impor-
tant research task is therefore to identify, develop, or improve techniques that simplify this 
process. 
 
These and related concerns motivated the initiation of the TACO project, and have provided 
guidance to three years of Nordic collaborative research within the NKS-R programme. In the 
following subsections, more details on the background and objectives of the TACO project 
are provided. 

2.1 Background 
The system requirements specification collects the functional and non-functional aspects1 of a 
system, and is a result of cooperation between the stakeholders of the system. The importance 
of clear, complete and stable requirements, and their role in the safety assessment, put de-
mands on several phases of the system development, including requirements elicitation, speci-
fication and assessment, design, and implementation: 
 

• Due to the high costs associated with defects slipping through the requirements speci-
fication phase, formal review and test of the requirements documents are usually 
highly prioritised activities. Industrial experience shows that very often a significant 
fraction of the most critical software defects are introduced already in the require-
ments specification. Of this reason, it is generally recommended to carry out tests on 
this specification that are as exhaustive as possible, and for this purpose, the use of a 
formal approach is often advocated.  

 
• While the requirements assessment provides an important basis for systems develop-

ment, it is also essential that the development ensures traceability to these require-
ments. The production of code that can be demonstrated to be a correct implementa-
tion of the software requirements is therefore also a major issue. In particular, the use 
of automated techniques for analysis and code generation can significantly reduce the 
intermediate levels between specification and implementation. 

 
• In the ongoing modernisation NPPs, much effort has been put on data collection on 

the existing I&C system and elicitation of the original design basis of the plant. The 
challenge is partly to handle large amounts of documents and partly to harmonize old 
and new requirements. 

 
                                                 
1 In a traditional software engineering perspective, a program is written to provide functions specified in its func-
tional requirements specification. Non-functional requirements are those that do not pertain to the functions of 
the system, such as performance and scalability [2]. 
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• The most critical area of requirements is related to safety and reliability. It is difficult 
to license computer-based systems in the highest safety class, e.g., COTS (commer-
cial-off-the-shelf) products are hardly accepted in safety-critical applications. It is also 
difficult to verify reliability requirements, which can be compensated by a diversified 
solution. A challenge is to build up the demonstration of safety by linking the re-
quirements, claims and evidence together.  

 
• Safety classification of functions, systems and equipment is decisive for the set of re-

quirements to be applied. Classification can be seen as a method to cost-effectively se-
lect an appropriate set of requirements. From a traceability point of view, the justifica-
tion of the safety class is then the key information. 

 
• To apply standards and regulations is useful and often an accepted way to manage re-

quirements. Main standards and regulations are provided by international organisa-
tions (e.g., IEC, IEEE, IAEA) and safety authorities. The applicant needs to select and 
interpret the standards to follow. Standards are thus key reference material for the re-
quirements database. 

 
• Important challenges to requirements management and traceability are due to changes 

in software technology: How can graphical computerized methods be utilised in the 
software requirements definition? What are the possibilities and consequences of par-
tial software modification and exchange? How are qualification and pre-qualification 
of software-based platforms and components managed? Can validated software be re-
used? Can off-the-shelf software be used? Can software components be certified? 

 
• Vendors of I&C systems and devices, who operate internationally, need to readjust the 

requirements specification applied in the development of the product against the na-
tional regulatory requirements, when marketing or delivering the product to the utility. 
On the other side, the utility should in the pre-project phase keep the requirements 
specification open to several alternatives. In the commercial negotiations, these two 
sets of requirements specification meet. Ultimately, the utility is responsible for the 
fulfilment of safety requirements towards the regulatory body. The division of respon-
sibilities between the utility and the vendor is, on the other hand, declared in the con-
tract. The negotiations between vendor, utility and safety authority can be a major 
source of changes in the requirements specification, which need to be tracked by 
traceability methods. 

 
In order to ensure correctness and understandability of the requirements assessment, it is es-
sential to facilitate efficient communication between different parties involved, in particular 
between the customer (utility) and the vendor. This requires good decision-making practices 
and technical experience to be fused, and is basic to design and implementation of automation 
systems and programmable devices in general. 

2.2 Objectives 
The overall objective of the TACO project has been to improve the knowledge on principles 
and best practices related to the issues described above and concretised in the preproject. The 
project reviews practices related to: 
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• The requirements elicitation process: Best practices and most important criteria for 
ensuring effective communication leading up to the requirements specification. 
Sources of ambiguities, misunderstandings, inconsistencies and defects in these re-
quirements, and how they can be eliminated or their impact reduced. 

 
• Requirements analysis: Efficient communication between the experts performing the 

analysis, and the process experts. Demonstration that the requirements analysis cor-
rectly reflects the safety analysis of the plant and other relevant information. 

 
• Traceability of requirements: Traceability of requirements from the requirements 

specification of the total system to the requirements of the computer system, and 
through the different phases of the total system’s life cycle. 

 
• Understandability: Effective means to make the requirements understandable to all 

parties, in particular when a high degree of formalization is employed. 
 
Evidently, these aspects need to be studied in a larger context to ensure consistency with re-
quirements to the completeness and analysability of the specifications, with the software de-
velopment methods and lifecycle models employed, etc. The TACO project has contributed 
with information, knowledge, experiences and methods that can be utilized in the develop-
ment of guidelines and recommended practices related to the elicitation and assessment of 
requirements, and for the traceability of these requirements through to a correct implementa-
tion. 

3. Activities and Results 
The TACO project has been carried out through a combination of project meetings, coordi-
nated preparation of annual reports, industrial seminars, and other dissemination activities. 
Each project meeting has focused on a limited set of issues, where the participating organisa-
tions have been asked to prepare presentations on their experiences and viewpoints. Particular 
emphasis has been given on concrete experiences from safety-critical applications. The dis-
cussions from the project meetings and industrial seminars, and the progress of the project, 
have been carefully reported by means of detailed minutes. 
 
The overall documentation schedule for the TACO project has been as follows: 
 

• January 2003: Preproject report (completed) 
• December 12th, 2003: Presentations and materials to the first TACO Industrial Semi-

nar (completed). 
• January 5th, 2004: Documentation of the work for 2003 collected and sent in a suitable 

form to NKS (completed). 
• April 5th, 2004: Presentations and materials to the Nordic Seminar on Automation 

(completed). 
• December 2004: Presentations and materials to the second TACO Industrial Seminar 

(completed). 
• January 5th, 2005: Documentation of the work for 2004 collected and sent in a suitable 

form to NKS (completed). 
• June 30th, 2005: Final TACO project report (the present report – completed). 
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The project reports from 2003 and 2004 have been issued as the NKS-reports NKS-91 [13] 
and NKS-103 [15]. This documentation is extended through the presentations and papers pre-
pared to meetings, workshops, seminars, and conferences. This includes a peer-reviewed pa-
per accepted for presentation and publication at the Safecomp 2005 conference. Together, the 
documentation of the TACO project facilitates wide dissemination of the research results, to 
the intended audience. 
 
In the following subsections, short summaries are given from each year’s activities and 
documented results. Short résumés from the industrial seminars and other dissemination ac-
tivities are given in a separate subsection. The TACO common approach to requirements han-
dling, called the TACO Shell, is discussed in more detail in chapter 4. 

3.1 Identification of the Main Issues (2002) 
The TACO project was initiated with a preproject carried out in the second half of 2002. The 
overall aim of the preproject was to identify the main issues related to traceability and com-
munication of requirements in digital I&C systems development. By focusing on the identifi-
cation of main issues, the preproject provided a basis for prioritising further work, while at the 
same time providing some initial recommendations related to these issues. The establishment 
of a Nordic expert network within the subject was another important result of the preproject. 
 
Many of the issues studied in the preproject related to requirements, their specification and 
engineering. In general, system requirements are capabilities that the system must supply or 
qualities it must possess in order to fit its intended use. In nuclear safety, the emphasis is on 
deriving the safety technical requirements traceably from the safety case documentation, stan-
dards, etc. In the development of NPP digital I&C systems, it is therefore important to be able 
to trace the requirements backwards to the safety analysis report and forwards to the imple-
mentation (for development and quality control). A practical problem in this context relates to 
the large amount of documentation that must be read, and on this basis producing a require-
ments specification of the safety automation systems. An important research task is therefore 
to identify, develop or improve techniques that simplify this process. 
 
The preproject focused in particular on how traceability and communication could be im-
proved through the use of appropriate techniques. Management of configurations and trace-
ability are closely related, in particular with respect to the management of changes. In general, 
requirements traceability management should be a part of configuration management. As far 
as the communication of requirements is concerned, it is closely related to the understanding 
of the requirements. Difficulties in understanding the notation can be partly compensated for 
by integrating different levels and styles of description, including formal and informal, and by 
using some method for cross-referencing between the different requirements. From the above, 
it can be concluded that communication and traceability contribute to one another’s improve-
ment and are central aspects of requirements engineering. 
 
An important part of requirements management is the management of changes. Typically, the 
requirements for a given system undergo many changes before the development is completed. 
These changes may be due to changes in the prospected operation environment, but may also 
happen simply as a result of improved insight during the development. The task of managing 
changing requirements is closely related to requirements traceability. In fact, work on re-
quirements traceability can to a certain extent be seen as a response to the need for keeping 
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track of these changes. One benefit of traceability is the localization of side effects of a modi-
fication and the identification of relationships that must be reconfirmed, thereby increasing 
the assurance that when changes are needed they will be complete and consistent. 

3.1.1 The Preproject Report 

The preproject report presents the background and objectives to the project, discusses identi-
fied challenges and main issues related to the subject matter, and presents, like the subsequent 
project reports, details with regard to the project organisation, activities, and further plans. 
The purpose of the preproject report was first of all to provide a technical basis and plan for 
further work. Particular emphasis was put on relating knowledge on relevant software engi-
neering issues to NPP needs and practice. In this sense, the challenges and issues identified in 
the report provided a basis and reference point for the more detailed discussions and evalua-
tions to be carried out in the continuation of the project. 
 
A brief overview of the preproject report is given in the following. 
 

• Introduction: Introduction to the project, its background, and objectives. Emphasis is 
given on the need to review practices related to the requirements elicitation process, 
requirements analysis, traceability of requirements, and understandability. 

 
• Digital I&C Systems: Classification of digital I&C systems, the different kinds of re-

quirements and quality assurance aspects related to the development of these systems, 
and three targets of specific interest: safety automation, software in safety-critical de-
vices, and user interfaces. 

 
• Requirements: Important aspects of requirements, including their relationship to the 

Safety Analysis Report, their traceability, different means to facilitate their communi-
cation, components of their understandability, and finally completeness and analysis. 
Particular emphasis is given on traceability, which is basic to many of the require-
ments engineering activities discussed later in the report. 

 
• The System Requirements Specification: The system requirements specification, the 

plant life cycles, the relationship between the customer, vendor and other system 
stakeholders, and finally the organisation of the requirements documentation into a 
system requirements definition document and a software requirements specification. 

 
• Requirements Engineering: Important requirements engineering activities and proc-

esses, including requirements elicitation and analysis, design, implementation, devel-
opment methods, lifecycle models, maintenance and decomposition. 

 
• Management: Issues related to the managerial dimension of digital I&C systems de-

velopment, including applicable standards and quality management models, and ele-
ments of requirements management. 

 
• Experiences: Experiences from replacement projects in Swedish and Finnish nuclear 

power plants, and the possibility for transfer of knowledge and experiences from other 
industries. 

 



 

 13

• Evaluation: An approach to the evaluation of different requirements engineering 
methods and criteria for their successful use in NPP digital I&C systems development. 

 
• Regulators’ Current Approach: Regulators’ current approach to the licensing of safety 

critical software for nuclear reactors. 
 

• Related Work: Related work being performed by VTT, IFE, and the EU Framework 
Programme 5 projects CEMSIS (Cost Effective Modernisation of Systems Important 
to Safety) and BE-SECBS (Benchmark Exercise on Safety Evaluation of Computer-
Based Systems). 

3.2 Further Research on Selected Main Issues (2003) 
The activities in 2003 constituted a natural continuation of the preproject, and focused on the 
technical issues concretised in the preproject report. The work concentrated on four central 
and related issues, viz. 
 

• Representation of requirements origins: Ideally the requirements management is a 
process where requirements are elicited, analysed and specified from general ones to-
wards implementation specific descriptions. During the life cycle of the plant or the 
system, various documents are extracted from the collection of requirements such as 
overall and detailed requirements specification, safety and reliability assessments, and 
plans for designated activities. From the knowledge management point of view, the 
core of the requirements management process is the requirements database where the 
requirements are stored in a structured way. There are several ways to build this struc-
ture. The project studied in particular an approach where three origins or points of 
views are represented, i.e. the user oriented, objective oriented, and plant oriented per-
spectives. 

 
• Traceability techniques: The activities on traceability focused partly on identifying 

some basic concepts related to requirements traceability: definitions, tools and tech-
niques – and how these can be used to facilitate traceability documentation and man-
agement. Of particular interest was the use of Topic Maps, which enable multiple, 
concurrent views of sets of information objects.  

 
• Configuration management and the traceability of requirements: The activities on 

traceability also focused on the role of configuration management in ensuring trace-
ability of requirements. In relation to these activities, a case study was initiated on the 
formal specification of fine-grained traceability, which in the 2004 activities was util-
ized in the establishment of the TACO Traceability Model. 

 
• Identification and categorisation of system aspects and their models: The activities on 

system aspects focused on requirements engineering and management in general, and 
integration of systems engineering into (development) process engineering in particu-
lar. Due to the fact that knowledge on system aspects and their modelling has a crucial 
role in suggestions on traceability and communication of requirements in digital I&C 
systems development, previous efforts on modelling system aspects were refined and 
used. 
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The work was presented at the first TACO Industrial Seminar, which took place in Stockholm 
on the 12th of December 2003. The seminar was hosted by SKI (see section 3.5.1). 

3.2.1 The Project Report 2003 

The project report 2003 discusses the main issues covered in the project’s research activities 
in 2003, and presents details with regard to the project organisation, activities, and further 
plans. The purpose of the report was to document the continued research work and related 
activities within the TACO project, including the First TACO Industrial Seminar (Stockholm, 
12 December 2003). Particular emphasis was put on relating knowledge on relevant software 
engineering issues to NPP needs and practice. The report provided a basis and reference point 
for the work and activities to be carried out in the further continuation of the project, includ-
ing the project’s contribution to the Nordic Seminar on Nuclear Automation (Oskarshamn, 5th 
to 7th of April 2004) and the Second TACO Industrial Seminar (Helsinki, 8th of December 
2004). 
 
A brief overview of the project report 2003 is given in the following. 
 

• System aspects: Systems aspects and their modelling, in particular with respect to the 
integration of systems engineering into (development) process engineering. 

 
• Requirements hierarchy: Origins, views, and hierarchical structuring of the collection 

of requirements, and how this is related to the modelling of safety functions and re-
lated automation functions. 

 
• Life-cycle models – Presentation in TACO Industrial Seminar: Requirements changes 

with respect to three different life-cycle models: The Waterfall model, the Incremental 
model, and the Spiral model. 

 
• Use cases in requirements elicitation: Use cases and their application in requirements 

elicitation, with an emphasis on their potentials as a common method and language for 
developers, end users, and domain experts. 

 
• Requirements traceability: Requirements traceability, its relationship to software con-

figuration management, and the management of changes. A summary of the TACO 
case study on the formal specification of fine-grained requirements traceability. 

 
The report also contains the minutes from the First TACO Industrial Seminar, arranged in the 
premises of SKI, 12th of December 2003. 

3.3 Development of the TACO Approach (2004) 
On basis of the activities in 2003 and responses received at the first TACO Industrial Semi-
nar, the TACO activity in 2004 started by preparing a contribution to the Nordic Seminar on 
Automation, Oskarshamn, 5th to 7th of April 2004. The further activity focused on providing a 
unified exposition on the issues studied and thereby facilitating a common approach to re-
quirements handling, from their origins and through the different development phases. Em-
phasis was put on the development of the TACO Traceability Model. The model supports 
understandability, communication and traceability by providing a common basis, in the form 
of a requirements change history, for different kinds of analysis and presentation of different 
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requirements perspectives. Traceability is facilitated through the representation of require-
ments changes in terms of a change history tree built up by composition of instances of a 
number of change types, and by providing analysis on the basis of this representation. Much 
of the strength of the TACO Traceability Model is that it aims at forming the logic needed for 
formalizing the activities related to change management and hence their further automation.  
 
The TACO common approach to requirements is represented by the concept of the TACO 
Shell (see Figure 1). The idea is that the shell is a framework for traceability and communica-
tion of requirements, which can be filled with different contents to reflect the needs in differ-
ent application areas. To facilitate its practical use, the TACO Shell is provided with guide-
lines, comprising ingredients and recipes, for filling and utilizing the TACO Shell. The role of 
the TACO Traceability Model is to facilitate the representation of the introduction, changes, 
and relationships between requirements, design steps, implementations, documentation, etc. 
By complementing the model with appropriate terminology, data structures and guidelines for 
use, the model can be adapted to the different needs related to the management of changes in 
computer-based systems, including safety-critical and safety-related systems. By way of ex-
ample, the model can organize communication and analysis of requirements by generating 
subsets of the change history showing the backwards and forwards traceability of given re-
quirements. The TACO guidelines help to utilize these possibilities in practical work.  
 
 
 
 

 

 

 

 

 

 

Figure 1. The TACO Shell 

 
By varying the ingredients and recipes, the TACO Shell can be used for the development of 
different kinds of target systems, with different requirements origins, different emphasis on 
quality attributes, and different selection of dependability factors. The TACO guidelines can 
be developed on a continual basis to fit the use, implementation, and verification of the differ-
ent change types. The guidelines should include descriptions on how different techniques can 
be applied, such as the use of formal specification and proof for demonstrating the correct 
derivation of requirements, coding standards for implementation of specific design features, 
etc. 
 
The TACO common approach to requirements handling is discussed in more detail in chapter 
4. 
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The work was presented at the second TACO Industrial Seminar, which took place in Hel-
sinki on the 8th of December 2004. The seminar was hosted by STUK. 

3.3.1 The Project Report 2004 

The project report 2004 discusses the main issues covered in the project’s research activities 
in 2004, and presents details with regard to the project organisation, activities, and further 
plans. The purpose of the report was to document the continued research work and related 
activities within the TACO project, including the Second TACO Industrial Seminar (Helsinki, 
8 December 2004). Particular emphasis was put on providing a unified exposition on the is-
sues studied and thereby facilitating a common approach to requirements handling, from their 
origins and through the different development phases. Together with the preproject report and 
the project report for 2003, the report provided an adequate basis for the present final report of 
the TACO project. 
 
A brief overview of the project report 2004 is given in the following. 
 

• Computer-based systems in nuclear power plants: The general challenge of handling 
requirements of computer-based systems in nuclear power plants. 

 
• The TACO Common Approach to Requirements Handling: The TACO common ap-

proach to requirements handling, called the TACO Shell. How the shell utilizes the 
TACO Traceability Model as a basis for communication and understanding of re-
quirements, and how different aspects of requirements can be handled within this 
model. 

 
• TACO guidelines: Guidelines to the practical use of the TACO Shell in activities re-

lated to the different lifecycle phases. 
 

• Mathematical underpinnings: Mathematical underpinnings of the TACO Traceability 
Model in terms of an algebraic specification of the change history tree, the different 
change types, and different kinds of analysis that can be performed on basis of this 
representation. 

 
The report also contains the minutes from the Second TACO Industrial Seminar, arranged in 
the premises of STUK, 8th of December 2004. 

3.4 Preparation of Industrial Utilization (2005) 
On basis of previous TACO work and responses received at the first and second TACO 
Industrial Seminar, the activity in 2005 concentrated on producing the final report of the 
TACO project and making preparations for industrial utilization of the research results. The 
TACO project was scheduled for completion on the 30th of June 2005.  
 
In the preparation of the final report, particular concern was given to the identification of po-
tential applications of the TACO deliverables. A number of application areas have been iden-
tified where these deliverables, first of all the TACO Shell and the TACO Traceability Model, 
can be utilized. An important goal has been to make it clear to the users, and to the readers of 
the report in general, how the different applications can utilize the results from the project. A 
question with respect to the applications is: What are the challenges from a requirements 
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management, traceability and communication perspective – and how can the TACO results 
contribute to solving these challenges? Discussions on this are given in the report. Consider-
ing the large number of possible applications, it has also been attempted to put these into con-
text, partly by refining the description of the background of the TACO project. 
 
To facilitate the utilization of the results from the TACO project, a follow-up activity MORE 
(Management of Requirements in NPP Modernization Projects, NKS_R_2005_47), was 
scheduled for initiation on the 1st of July 2005. The MORE project will aim at the industrial 
utilisation of results from the TACO project. To facilitate a smooth start of the project, the 
initial planning has therefore been done as part of the 2005 activities of the TACO project. 
The proposed new activity will build on and add to the results from the TACO project. The 
overall objective of MORE is to improve the means for managing the large amounts of evolv-
ing requirements in Nordic NPP modernization projects. On basis of compiled experiences on 
the problem of handling large amounts of information in relation to Nordic modernization 
projects, the MORE project will investigate how the approach to requirements management 
developed in the TACO project can be utilised to handle large amounts of evolving require-
ments in NPP modernization projects. 

3.5 Dissemination 
The TACO project has been presented at a number of meetings in the Nordic countries, and is 
also scheduled for several presentations during the autumn 2005. These meetings include the 
TACO industrial seminars, other NKS seminars/meetings/workshops, Enlarged Halden Pro-
gramme Group meetings, the OECD NEA/Halden Reactor Project Summer School, the Safe-
comp 2005 conference, IAEA technical meetings, and dissemination within Finnish nuclear 
regulatory research. The purpose of the different dissemination activities has been twofold; to 
present the TACO project and its deliverables, and to identify opportunities for industrial 
utilization. The different activities are briefly discussed below. 

3.5.1 1st TACO Industrial Seminar, Stockholm, Sweden, 12th of Decem-
ber 2003 

The intention with the First TACO Industrial Seminar was to present and discuss the work 
within the TACO project with a wider audience representing actors in the nuclear sector in the 
Nordic countries. In this way, the seminar would contribute to the dissemination of the re-
search results to intended end-users, and also to providing input to further work within the 
project, reflecting priorities set by end-users. Background and questions for discussion were 
presented in the agenda. 
 
The seminar had 15 participants from Finland, Norway, and Sweden, including the following 
organisations: Institute for energy technology, SKI, Ringhals AB, Forsmarks Kraftgrupp AB, 
Oskarshamn Kraftgrupp AB, VTT Industrial Systems, TVO, and Fortum. 
 
In addition to an introductory overview of the TACO project, presentations were given on 
requirements traceability, requirements communications, understanding and analysis, and on 
requirements engineering and management. There were also presentations on regulatory as-
pects on software based safety systems and on requirements engineering and traceability 
within the MOD-project at Oskarshamn 1 NPP. The latter project involved the development 
of systems in all the classes A, B, and C, and hence with certain differences in how they were 
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handled. An important basis for discussing and handling the requirements in the project was 
established through the subproject SCR (Safety Concept Report). 
 
The following presentations were disseminated after the seminar: “TACO: Introduction”; 
“TACO: Requirements traceability”; “TACO: Requirements communication, understanding, 
and analysis”; “TACO: Requirements engineering and management - Integration between 
systems engineering and process engineering; “TACO: Requirements engineering and 
management - Requirements and life-cycle models - theory vs. practise”; “Requirements 
engineering and traceability within the Oskarshamn 1 - MOD-project”. In addition to slide 
sets, minutes of the seminar (included in [13]) were disseminated to the participants. 

3.5.2 Nordic Seminar on Automation, Oskarshamn, Sweden, 5th to 7th of 
April 2004 

The Nordic Seminar on Automation was hosted by The Nordic Nuclear Safety Research 
(NKS) and Oskarshamn Kraftgrupp AB and arranged in collaboration with the Technical 
Working Group on Nuclear Power Plant Control and Instrumentation of IAEA (TWG-
NPPCI).  
 
There were 85 experts and managers from Nordic countries and beyond, participating in open 
discussions between regulators, utilities, vendors and researchers. Presentations at the seminar 
covered the following issues: 
 

• Modernisation of automation systems 
• Replacement of equipment in automation and electrical systems 
• Project (including quality) management 
• Harmonisation of requirements on the plant, system and equipment levels 
• I&C solutions for new nuclear power plants. 

 
The TACO project seminar presentation consisted of an introduction to the project, results 
achieved so far, further activities, and some questions to the participating experts as a basis 
for discussion. The presentation also included a summary of the first TACO Industrial Semi-
nar, covering the main topics and questions discussed. 
 
TACO presentation slides were disseminated along with the seminar material. 

3.5.3 Enlarged Halden Programme Group Meeting, Sandefjord, Nor-
way, 9th to 14th of May 2004 

The Enlarged Halden Programme Group (EHPG) meeting at Sandefjord was the 31st in a se-
ries of EHPG meetings arranged by the OECD Halden Reactor Project. The Sandefjord 
EHPG meeting was a good opportunity for the TACO project to introduce its results and to 
raise interest among the participants. In the sessions for the Man-Technology-Organisation 
(MTO) sector, more than sixty papers were presented along with fruitful conversations.  
 
The TACO project was presented in the session under the topic “System safety and reliabil-
ity”. To support the presentation, a paper [14] was prepared and included in the proceedings. 
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3.5.4 1st NKS-R Activity Leader Meeting, Helsinki, Finland, 19th of Au-
gust 2004 

The purpose of the first NKS-R Activity Leader meeting was to present the progress of the 
activities, discuss the remaining/future work, and to plan the possible continuations of the 
current activities in the Call for Proposals that started in mid-August 2004. The meeting com-
prised information given by the NKS-R Programme Management on the NKS-R program, the 
results of the Activity Leader inquiry, and the Call for Proposals 2005, as well as status re-
ports and results given by the activity leaders of current NKS-R activities. This included a 
presentation on the TACO project, covering project background, objectives, and activities, as 
well as a brief overview of some of the main issues studied.  

3.5.5 NKS Workshop on Knowledge Management in Nordic NPPs, Hal-
den, Norway, 7th to 8th of October 2004 

The workshop included a TACO-presentation with the title “The TACO Traceability Model – 
can it be used for KM?”. The workshop found that the overall objective of the TACO project 
– to improve the knowledge on principles and best practices related to requirement traceabil-
ity and communication – resembles the concerns related with adequate knowledge manage-
ment: 
 

• There is a knowledge elicitation process preceding the externalization of knowledge 
that should be handled in an appropriate manner.  

 
• There is a need to be able to verify the knowledge thus capitalized.  

 
• Not only requirements are dynamic, but most kinds of knowledge are dynamic and 

the evolution process should be controlled and documented.  
 

• Finally, all kind of knowledge should be available in a form that helps apprehension. 
This close correspondence is not surprising, since requirements are just one type of 
knowledge. 

 
With respect to utilizing the TACO results for knowledge management purposes, the project 
suggested to explore the applicability of the TACO shell and the TACO traceability model for 
general knowledge management, i.e. to see if they can be used to control the dynamic devel-
opment of knowledge. For several reasons, the totality of applicable knowledge will be chang-
ing as time pass by. New knowledge will emerge, some of it replacing obsolete knowledge. 
Also erratic knowledge may also substantiate and later on there will be a need to retract to 
previously established knowledge. 
 
The workshop discussions and conclusions are reported in a separate NKS-R report [8]. 

3.5.6 2nd TACO Industrial Seminar, Helsinki, Finland, 8th of December 
2004 

Similarly to the first seminar, the intention with the Second TACO Industrial Seminar was to 
present and discuss the work within the TACO project with a wider audience representing 
actors in the nuclear sector in the Nordic countries. In this way, the seminar would contribute 
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to the dissemination of the research results to the intended end-users, and also to providing 
input to further work within the follow-up project MORE - Management of Requirements in 
NPP Modernization Projects. 
 
The seminar had 20 participants from Finland, Norway, and Sweden, including the following 
organisations: Institute for energy technology, SKI, Ringhals AB, Oskarshamn Kraftgrupp 
AB, VTT Industrial Systems, VTT Processes, STUK, TVO, and Fortum.  
 
In addition to introducing the TACO project and its achievements, TACO’s relationship to 
other projects, the Finnish radiation and nuclear safety authority perspective, and safety I&C 
system reliability requirements were discussed.  
 
The second part of the seminar included several simultaneous table discussions on the follow-
up activities of TACO, industrial experiences, and requirements change management.  
 
The following presentations were disseminated after the seminar: “TACO: Introduction”; 
“TACO: The TACO Common Approach to Requirements Management”; “Finnish Radiation 
and Nuclear Safety Authority perspective”; “Relationship to other activities”; “Safety I&C 
System Reliability Requirements - Verification - Life cycle”. In addition to slide sets, minutes 
of the seminar (included in [15]) were disseminated to the participants. 

3.5.7 NKS Seminar on Decommissioning of Nuclear Installations, Risø, 
Denmark, 13th to 15th of September 2005 

The seminar is organised by NKS, with the Danish Decommissioning as co-organiser. The 
purpose of the seminar is to contribute to better understanding of and thus knowledge about 
decommissioning of nuclear power plants. The seminar aims also at establishing a Nordic 
network within the area of decommissioning. Finally, an important purpose is to collect sug-
gestions for future NKS activities towards decommissioning of nuclear facilities. The seminar 
targets actors within the nuclear field as well as authorities and consultancy bodies. The semi-
nar treats four topics: 
 

1. National and international recommendations and requirements regarding decommis-
sioning of nuclear facilities 

2. The authorities’ experiences with inspection of decommissioning activities 
3. Decommissioning of nuclear facilities in Nordic countries and in Europe 
4. R&D results 

 
The seminar includes a visit to the test reactor of Risø, DR1, already subject to decommis-
sioning, and some group work. 
 
The participants/speakers so far represent major nuclear facilities, R&D environments and 
authorities from Denmark, Finland, Norway and Sweden. 

3.5.8 SAFECOMP 2005, the 24th International Conference on Computer 
Safety, Reliability and Security, Fredrikstad, Norway, 28th to 30th of Sep-
tember 2005 

Safecomp is an annual event covering the state-of-the-art, experience and new trends in the 
areas of computer-safety, reliability and security regarding dependable applications of com-
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puter systems. Safecomp 2005 focuses on dependability of critical computer applications and 
is a platform for knowledge and technology transfer between academia, industry and research 
institutions.  
 
A TACO paper produced and submitted for presentation at the Safecomp 2005 conference 
was accepted by the conference programme committee. The paper and presentation, with the 
title “The TACO approach for traceability and communication of requirements” emphasises 
the main deliverable from the project, i.e. the TACO common approach to requirements han-
dling – the TACO Shell – comprising the overall methodology, the TACO Traceability 
Model, and the different guidelines related to its contents and use. 

3.5.9 Enlarged Halden Programme Group Meeting, Lillehammer, Nor-
way, 16th to 21st of October 2005 

The Enlarged Halden Programme Group (EHPG) meeting at Lillehammer will be the 32nd in a 
series of EHPG meetings arranged by the OECD Halden Reactor Project. The sessions related 
to the Man-Technology-Organisation (MTO) programme of the OECD Halden Reactor Pro-
ject covers a number of items, including digital instrumentation and control systems in NPPs, 
dependable software systems, system aspects, quality assurance, risk assessment, etc. 
 
One of the presentations at the Lillehammer EHPG meeting will have the title “TACO – a 
framework for traceability and communication of requirements”. The results of the project 
and prospective applications along with future plans will be introduced. Also the follow-up 
project MORE (Management of Requirements in NPP Modernization Projects, 
NKS_R_2005_47) will be introduced. The TACO project will be extended through the pro-
duction of a Halden Work Report with the same title, summarizing the results from three 
years of activities in the project.  

3.5.10 Other Dissemination Activities 

In addition to the above, the following events are included in the dissemination plans for the 
TACO project: 
 

• IAEA Technical Meeting on Impact of Modern Technology on Instrumentation and 
Control in Nuclear Power Plants, EDF R&D, Chatou, France, 13th to 15th of Septem-
ber 2005. 

 
• International Summer School, OECD NEA – OECD Halden Reactor Project, Fredrik-

stad, Norway, 22nd to 27th of September 2005. 
 

• IAEA Technical Meeting on Implementing and Licensing Digital I&C Systems and 
Equipment in NPPs, VTT Industrial Systems, Espoo, Finland, 22nd to 24th of Novem-
ber 2005. 

 
• Dissemination within Finnish nuclear regulatory research. 
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4. The TACO Approach 
The present chapter presents the TACO common approach to requirements handling, called 
the TACO Shell. For more details, the reader is referred to the project report 2004 [15].  
 
The TACO shell is intended as a framework for traceability and communication of require-
ments which can be filled with different contents to reflect the needs in different application 
areas. To facilitate its practical use, the TACO Shell is provided with guidelines, comprising 
ingredients and recipes, for filling and utilizing the TACO Shell. The TACO approach to re-
quirements change management is based on a mathematically well-founded traceability 
model, called the TACO Traceability Model, where the introduction, changes, and relation-
ships between different requirements, design steps, implementations, documentation, etc. are 
represented in terms of an extended change history tree. The traceability model adopted aims 
at forming the logic needed for formalising the activities related to change management and 
hence their further automation. By complementing the model with appropriate terminology, 
data structures and guidelines for use, the model can be adapted to the different needs related 
to management of changes in computer-based systems, including safety-critical and security-
critical systems. 

4.1 The TACO Shell 
The TACO Shell is the overall TACO framework for requirements handling, and represents a 
generic approach to lifecycle-oriented, traceability-based requirements management. The 
TACO Shell comprises the overall methodology, the TACO Traceability Model, and the dif-
ferent guidelines related to its contents (ingredients) and use (recipes). By varying the ingre-
dients and recipes, the shell can be used for the development of different kinds of target sys-
tems, with different requirements origins, different emphasis on quality attributes, and differ-
ent selection of dependability factors. 

4.2 The TACO Traceability Model 
The TACO Traceability Model adopts several of the ideas to fine-grained traceability pre-
sented in [7]. Accordingly, traceability is facilitated by representing the requirements changes 
in terms of a change history tree built up by composition of instances of seven different 
change types, and providing analysis on the basis of this representation. The change types 
correspond to the following generic actions performed on requirements, or more generally, 
paragraphs (from [7]): 
 

• Creating a new paragraph with no prior history. 
• Deleting an existing paragraph. 
• Splitting an existing paragraph, thereby creating a number of new paragraphs. 
• Combining existing paragraphs by a new paragraph. 
• Replacing existing paragraphs by a new paragraph. 
• Deriving a new paragraph from existing paragraphs. 
• Modifying a paragraph without changing its meaning. 

 
The change history can be represented by a tree where the paragraphs constitute the nodes. 
The tree representation constitutes an appropriate basis for different kinds of analysis, includ-
ing finding 
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• all initial paragraphs; 
• all deleted paragraphs; 
• all applicable paragraphs; 
• the complete history of a paragraph; 
• the complete backwards traceability from a set of paragraphs; 
• the complete forwards traceability from a set of paragraphs; 
• the legality of a proposed requirements change. 

 
The possibility to find the backwards or forwards traceability from a set of requirements fa-
cilitates backwards and forwards branch isolation and analysis of the change history. The ver-
satility of the representation can be further improved by extending the representation of the 
paragraphs to include different parameters that classify the requirements, provide additional 
information, etc. Possible parameters are discussed later in the report. 
 
When it comes to the representation of the actual parameters, it is important to distinguish 
between (1) the information that is essential to identify the paragraph, and (2) the various in-
formation associated to this parameter. Conceptually, and from a perspective of modularity, it 
is useful to let the nodes in the change history tree represent the necessary and sufficient in-
formation related to the identity of a paragraph. In the TACO Traceability Model, a paragraph 
is represented by the combination of a unique identifier for this paragraph and a version num-
ber to distinguish several versions of the same paragraph. At any time, only the latest version 
of a paragraph can be an applicable paragraph. That is, a new version of a paragraph is intro-
duced only if this replaces old versions. In any case, it is possible to make duplicates of a 
paragraph when these are treated as different paragraphs. This can also be used for represent-
ing different variants of the same requirement, possibly with “application conditions” attached 
as guidelines to every single variant. Each variant will however be represented with a separate 
paragraph. 
 
It is important to note that concepts similar to those described above for the TACO Traceabil-
ity Model can be found in commercial tools for version control and configuration manage-
ment. Although the change types might have other names, they typically resemble those de-
fined here. In general, however, these tools do not offer an identifiable, formally defined 
traceability model, and leave to the user to define the actual semantics underlying the different 
change types. The strength of the TACO Traceability Model is that it aims at forming the 
logic needed for formalising the activities related to change management and hence their fur-
ther automation. 
 
Conceptually, we can think of a node of the change history tree as a versioned paragraph, rep-
resented by a pair of a paragraph identifier and a version number. In the following we will use 
the change history in Figure 1 as an example.  
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Figure 2. The example change history. 

The development of the requirements in Figure 1 starts with the introduction of the para-
graphs p1, p2, and p3. At later stages, another two new paragraphs are introduced, viz. p5 and 
p11. All the other paragraphs are developed on basis of these five paragraphs. Paragraphs p1 
and p2 are first modified and then combined into a new paragraph p4. After a modification, 
this paragraph is split into four separate paragraphs p7 to p10. The latter of these paragraphs is 
modified and then combined with p6, originally derived from paragraphs p3 and p5, giving 
paragraph p12. Note that, at any point in the development of the paragraphs, at most one ver-
sion of a paragraph is applicable (in the sense that it is the valid version of the paragraph). It is 
certainly possible to represent the change history tree textually in such a way that the temporal 
relationships between the different changes are maintained.  
 
Let us now consider the other information attached to a paragraph. As has been argued in the 
foregoing, it is not necessary to represent this information in the change history tree. The pur-
pose of the tree is to give a complete representation of the changes and how they are related to 
each other. What about the other information, including the actual text of the paragraph? 
Formally, we can think of these relations in terms of some basic mathematical concepts: 
 

• Sets: These are finite collections of objects of some type, and can be used for repre-
senting subsets of the paragraphs. By way of example, the classification of paragraphs 
with respect to Business plan, Requirements document, Design specification, etc, can 
be represented by means of separate, maybe overlapping sets corresponding to the dif-
ferent classification terms. Finding, say, all Business plan related requirements is then 
trivial, since they are given by the corresponding set. Checking whether a requirement 
belongs to the Business plan is also easy and can be done simply by checking whether 
the given paragraph is a member of the corresponding set. On the other hand, finding 
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the class of a given paragraph cannot be done by simple look-up but involves checking 
all the different sets for membership. 

 
• Mappings: These are functions from a source set to a target set, and can be used for 

assigning information to the paragraphs in a simple look-up fashion. With this solu-
tion, e.g. the classification of paragraphs can be represented by mappings from the 
paragraphs to their classification. Finding the classification of a requirement is then 
simple, since it reduces to looking up the classification of that requirement. Finding all 
requirements is possible, but less trivial than for sets, as it involves selecting all re-
quirements that are mapped to a certain term. On the other hand, the concept of rela-
tion is more convenient if there may be more than one class for a requirement. 

 
• Relations: These are more general than mappings, since they allow an element in the 

source set to be associated to more than one element in the target set. With this solu-
tion, finding the classification of a requirement involves finding all elements in the 
target set (the classes) that are related to the given requirement. Finding all require-
ments related to a certain class can alternatively be understood as the inverse relation. 

 
Sets can be considered as being implemented as simple lists. Mappings and relations can be 
considered as being implemented as tables. As we will see in the continued discussion, these 
representation concepts will suffice for representing all information associated to the require-
ments. It is of course possible to represent the same information in other ways as well, as long 
as consistency is maintained. 
 
A basic piece of information related to a requirement is certainly the statement (phrasing) of 
the requirement. Assuming that (at most) one statement is associated to each requirement, we 
may think of this information as being available by means of a mapping from versioned re-
quirements to their statements, see Table 1. 
 

Requirement Statement 
(p1,v0) <Statement of version v0 of paragraph p1> 
(p1,v1) <Statement of version v1 of paragraph p1> 
(p2,v0) <Statement of version v0 of paragraph p2> 

... ... 
(p13,v0) <Statement of version v0 of paragraph p13> 

 

Table 1. Mapping from requirements to their statements. 

As is evident from Table 1, the statement of a given requirement can be found by simple look-
up in the table implementing the mapping. The table can be utilized in different ways. By way 
of example, finding all relevant requirements can be found by filtering the mapping with re-
spect to the applicable paragraphs to find the subset of the mapping that relates to applicable 
paragraphs only. Filling in the relevant information is an obvious task of an information sys-
tem designed to support the use of the model. 
 
Other useful information can be represented in the same way. By way of example, a recurrent 
problem with modernization projects is the difficulties of recapturing both the “what” and the 
“why” of a requirement. In the TACO Traceability Model, the “what” is covered by Table 1. 
In a similar way, the “why” of the requirements can be covered by a similar mapping from 
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requirements to comments giving information on the background, motivation, reasons, etc. for 
including the requirements. 

4.3 Utilization 
A possible utilization of the TACO Traceability Model is in the identification of relative in-
fluences, correlations, and conflicts between safety/security countermeasures and other de-
pendability factors. On this basis, guidelines to the use, implementation, and verification of 
the different change types can be developed. These guidelines would have to reflect the iden-
tified relative influences, correlations, and conflicts in the sense that they provide a better ba-
sis for controlling the effects of changes. The guidelines should include descriptions on how 
different techniques can be applied for this purpose, such as the use of formal specification 
and proof for demonstrating the correct derivation of requirements, coding standards for im-
plementation of specific design features, etc. 
 
The utilization and applicability of the TACO Traceability Model will be further explored and 
documented by cooperation with other projects and partners. The results will be collected 
within the framework of the Nordic project MORE (Management of Requirements in NPP 
Modernization Projects).  

4.4 TACO Guidelines 
The TACO project aims at providing input to the development of guidelines and establish-
ment of recommended practices related to requirements elicitation and analysis, understand-
ability of requirements to all parties, and traceability of requirements through the different 
design phases. In this section, guidelines will be presented to the practical use of the TACO 
Shell in activities related to the different lifecycle phases. The guidelines can be seen as com-
prising ingredients and recipes for filling and utilizing the TACO Shell. By gradually com-
plementing the TACO Shell and the TACO Traceability Model with appropriate terminology, 
data structures and guidelines for use, the model can be adapted to the different needs related 
to management of changes in computer-based systems, including safety-critical and security-
critical systems. By way of example, the model can organize communication and analysis of 
requirements by generating subsets of the change history showing the backwards or forwards 
traceability of given requirements. The TACO guidelines help to utilize these possibilities in 
practical work. 
 
By varying the ingredients and recipes, the TACO Shell can be used for the development of 
different kinds of target systems, with different requirements origins, different emphasis on 
quality attributes, and different selection of dependability factors. The TACO guidelines can 
be developed on a continual basis to fit the use, implementation, and verification of the differ-
ent change types. The guidelines should include descriptions on how different techniques can 
be applied, such as the use of formal specification and proof for demonstrating the correct 
derivation of requirements, coding standards for implementation of specific design features, 
etc. 
 
The mathematical underpinnings of the TACO Traceability Model is described in the project 
report 2004 [15] in terms of a functional specification of the change history tree, the different 
change types and different kinds of analysis that can be performed on basis of this representa-
tion. The TACO Traceability Model is specified in two layers, reflected in a hierarchy of two 
specifications. In the “lower” specification, the different change types are specified induc-
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tively as generators, thus providing a data structure for the change history. At the top of this 
specification, the different change types are specified as operators, checking that the given 
change is legal and producing a lower layer representation together with the set of applicable 
paragraphs. By applying these operators, only legal change histories are represented. 

4.4.1 Validity of Requirements Changes 

Software development needs to deal with changes to the requirements, also after the require-
ments specification phase ideally is completed and the requirements frozen. The evolutionary 
nature of software implies that changes will have to be anticipated. Other changes may be 
necessary due to our evolving understanding about the application under development.  
 
One of the lessons learned in the software engineering area is that software should be de-
signed for change. The focus in the present report is on how to manage the evolution of the 
requirements in this situation. The present section deals with how the TACO Traceability 
Model can be utilized in the validation of the changes representing this evolution. 
 
The TACO Traceability Model is based on a number of change types that can be employed to 
manage requirements changes throughout the life cycle of a system. Each change introduced 
in the life cycle should in principle be validated. Depending on the level of rigidity or formal-
ity employed, the validity of a change can be done in a variety of ways, from a simple inspec-
tion to a formal mathematical proof. Notwithstanding these differences, we will in the follow-
ing concentrate on what validity in general means for the different change types. Validity 
should not be confused with the legality of changes. While validation concerns the semantics 
of the changes, the legality of a change can be checked mechanically from the structure of the 
change history tree. 
 
Creating: Applied on requirements, creating a new paragraph with no prior history involves 
introducing a new requirement. The validity of the requirement involves both its correctness 
with respect to its intended meaning, its completeness with respect to its coverage of its in-
tended meaning, and its consistency with other requirements. In short, the validity of a new 
requirement requires that it faithfully reflects the intended meaning and that it is not in con-
flict with other requirements. This is the only change type that is allowed to introduce new 
requirements or new aspects of requirements that are not already covered by existing para-
graphs. 
 
Deleting: Deleting an existing paragraph involves that a requirement in fact is withdrawn 
from the set of requirements. A requirement can be deleted if either the requirement in itself is 
no longer valid, or it is covered by other requirements. To demonstrate the validity of the 
change therefore either involves showing that it is the intention to withdraw the requirement 
as such or showing that it can be derived from other requirements. 
 
Splitting: Splitting an existing paragraph involves creating a number of new paragraphs that 
collectively replaces the given one. Applied on requirements, a paragraph split is valid only if 
the requirements given in the new paragraphs together cover the replaced requirement, but not 
more. In other words, splitting a paragraph is not valid if the new paragraphs require more or 
less than the replaced paragraph. 
 
Combining: Combining a set of existing paragraphs involves creating a new paragraph on 
basis of the existing ones, without deleting any of the existing paragraphs. Applied on re-
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quirements, a combination of paragraphs is valid only if the new paragraph covers the given 
paragraphs, but not more. In other words, combining a set of paragraphs is not valid if the 
new paragraph requires more or less than the given paragraphs. 
 
Replacing: Replacing a set of existing paragraphs involves creating a new paragraph that re-
places the existing ones. The validity criterion is identical to that of combination. Replacing a 
set of paragraphs and splitting an existing paragraph are inverse changes. 
 
Deriving: Deriving a new paragraph from a set of existing paragraphs involves creating a new 
paragraph on the basis of the existing ones, without deleting any of the existing paragraphs. 
Applied on requirements, deriving a new paragraph is valid only if the requirement is one of 
the possible results/consequences of the requirements it is derived from. 
 
Modifying: Modifying a paragraph should involve no changes to its meaning. The new re-
quirement should therefore cover the replaced requirement, but not more. 
 
Attempts on demonstrating the validity of individual changes may reveal flaws in the re-
quirements management, such as introducing new paragraphs in a paragraph split that actually 
adds new requirements that are not covered by the replaced requirement. Detecting such flaws 
can be utilized in the requirements change process to produce an appropriate requirements 
change history, such as specifying such added requirements in terms of separate changes of 
type creating new paragraphs with no prior history. Similarly, insufficient coverage of the 
replaced requirement in a split change can be made “clean” by complementing the split with 
separate changes of type deleting an existing paragraph. In this way, an invalid change can be 
replaced by a set of valid changes, and the need for demonstrating the validity of the different 
changes can be made explicit. 

4.4.2 Formal Review and Test of Requirements 

Due to the high costs associated with defects slipping through the requirements specification 
phase, formal review and test of the requirements documents are usually highly prioritised 
activities. Industrial experience shows that very often a significant fraction of the most critical 
software defects are introduced already in the requirements specification. Of this reason, it is 
generally recommended to carry out tests on this specification that are as near as exhaustive as 
possible, and for this purpose, the use of a formal approach is often advocated. 
 
Requirements analysis and requirements validation have much in common, but the latter type 
of activity is more concerned with checking a final draft of the requirements document which 
includes all system requirements and where known incompleteness and inconsistency has 
been removed, see [5]. As such, it should be planned and scheduled in the quality plan for the 
project, and be carried out in accordance with good quality assurance practice. 
 
One of the theses behind the present report is that the TACO Traceability Model can be used 
for revealing and correcting several kinds of shortcomings discovered during the validation of 
the requirements document. This is true in particular for problems related to lack of confor-
mance with the standards employed. The validation of the requirements against a given stan-
dards can be carried out by utilizing the information included about the origins of the re-
quirements.  
 
Such a validation could include the following steps: 
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1. Add all the requirements from the given standard by creating new paragraphs. If cer-

tain requirements are found irrelevant, the exclusion of these can be made explicit by 
deleting these paragraphs. This also makes explicit the need to validate their exclu-
sion. 

 
2. Check that the applicable and deleted paragraphs together constitute the complete set 

of requirements given in the standard. This can partly be automated by keeping these 
requirements on file. 

  
3. Validate the change history related to the applicable paragraphs originating from the 

standard, utilizing the guidelines listed in section 3.1. 
 

4. Validate the deletion of paragraphs originating from the standard, utilizing the guide-
lines listed in section 3.1. 

 
Using the TACO Traceability Model in validating the requirements document may be done in 
the context of a formal requirements review meetings, in accordance with general guidelines 
to such meetings. Requirements validation may also take other forms, like prototyping, model 
validation, and requirements testing, but the focus in the TACO project has been on the utili-
zation of the requirements change history in the review meetings. For further reading on for-
mal review meetings, see [5]. 
 
Requirements reviews are conventionally carried out as a formal meeting involving a group 
representing the stakeholders. The general idea is that the system stakeholders, requirements 
engineers and system designers together check the requirements to verify that the require-
ments adequately describe the system to be implemented. Traceability and requirements 
changes are of course only part of the concern at such a meeting. The TACO Traceability 
Model may however provide important assistance for discovering requirements problems re-
lated to requirements conflicts or lack of conformance to standards and other requirements 
origins.  
 
In the end, the requirements traceability is itself a concern of the requirements review. As 
discussed in [5], the requirements should be unambiguously identified, include links to related 
requirements and to the reasons why these requirements have been included. Furthermore, 
there should be a clear link between software requirements and more general systems engi-
neering requirements. This relates to the obvious fact that the software engineering activity is 
part of the much larger systems development process in which the requirements of the soft-
ware are balanced against the requirements of other parts of the system being developed [2]. 
Furthermore, the software requirements are usually developed from the more general system 
requirements, and thus the traceability and consistency with these requirements is a basic 
premise for a successful process and its resulting product. 

4.4.3 Correctness of Implementation 

The correctness of implementation is a quality that characterizes the ability of the application 
to perform its function as expected [2]. Reasoning about correctness therefore requires the 
availability of the functional requirements, and we say that the application is functionally cor-
rect if it behaves according to the specification of these requirements. 
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In principle, correctness is in this context a mathematical property that establishes the equiva-
lence between the software and its specification. In practice, the assessment of correctness is 
done in a more or less systematic manner, depending on how rigorously the requirements are 
specified and the software developed. In any case, the assessment requires that the require-
ments can be traced forward to their implementation, and vice versa.  
 
The TACO Traceability Model supports the assessment of correctness by relating the re-
quirements and their implementation through the change history tree. This relationship can be 
utilized in both a forwards and backwards fashion. The TACO shell provides both forwards 
and backwards traceability analysis, without requiring separate links for forwards and back-
wards traceability. The different types of analysis can be defined on the basis of one and the 
same representation of the change history tree. 
 
In general, a forward traceability approach to assessment of correctness would take the speci-
fied requirements as starting point, and then demonstrate that all the requirements have been 
correctly implemented. Analogously, a backward traceability approach would take the im-
plementation as starting point and check the consistency with the requirements. Of these two, 
the forward approach probably fits better with respect to a conventional approach to correct-
ness assessment. 
 
In practice, using the TACO Traceability Model for assessment of functional correctness can 
be done in terms of the following steps. 
 

1. For each requirement introduced, indicate whether it is a functional requirement. This 
can be done by means of mappings. 

  
2. For each implementation of a requirement, indicate - by means of mappings - that it is 

an implementation. 
 

3. For each functional requirement introduced, check that the forward traceability leads 
up to an implementation of this requirement. This can be done by: 

 
4. For each functional requirement, check that the requirement is correctly implemented 

by validating the sequence of changes leading from the requirement to its implementa-
tion. 

4.4.4 Requirements Understanding 

One important aspect of the requirements understandability relates to the understanding of the 
interface between the application to be developed and its external environment (such as the 
physical plant). This requires that the software engineers understand the application domain 
and communicate well with the different stakeholders. To facilitate this communication, it 
might be necessary to specify the requirements in accordance with the different viewpoints 
the stakeholders have to the system, where each viewpoint provides a partial view of what the 
system is expected to provide. As a consequence, the requirements specification will cover 
different views on the same system, giving an additional dimension to the question of consis-
tency between the different requirements. An important task of the software engineers is to 
integrate and reconcile the different views in such a way that contradictions are revealed and 
corrected. 
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In order to cope with the complexity of the resulting set of requirements, it is advisable to 
classify and document the requirements in accordance with the views they represent. This 
way of separating the concerns can provide a horizontal, modular structure to the require-
ments. Modularity provides several benefits in the requirements engineering process, includ-
ing the capability to understand the system in terms of its pieces. This first of all relates to the 
fact that modularity allows separation of concerns, both with respect to the different views 
represented by the different stakeholders’ expectations to the system and to different levels of 
abstraction. This makes it easier for the different stakeholders to verify their requirements, 
while at the same time providing a means for handling the complexity of the full set of re-
quirements. The TACO Traceability Model can be adopted to facilitate this separation of con-
cerns by relating requirements to the views they reflect. This can be utilized in different kinds 
of analysis of the requirements throughout the development of the system. 
 
Some of the stakeholders may be unable to read the types of specifications preferred by the 
software engineers or mandated for the application. In such cases, the needs of the different 
stakeholders can be reconciled by providing (horizontal) traceability links between the, possi-
bly formal, specifications used by the software engineers and more informal, natural language 
based expression of the same requirements. One could even consider providing links between 
the requirements and the user manual within the same traceability model. This could be util-
ized both for communication purposes and for the purpose of developing the user manual in 
parallel to the engineering of the requirements, which in some cases may be a recommended 
practice. 

4.4.5 Implementation 

The TACO Guidelines can be implemented in a variety of commercial or non-commercial 
tools extending the tools’ capabilities by supporting relationship to diverse requirements 
sources in a formalized way and not only support the software development process from the 
specified requirements.  

5. Prospective Applications 
This chapter introduces prospective applications and possible follow-up activities and topics 
for the future. A number of application areas are identified where these deliverables, first of 
all the TACO Shell and the TACO Traceability Model, can be utilized. The exposition aims at 
indicating how the different applications can utilize the results from the project. A question 
with respect to the applications is: What are the challenges from a requirements management, 
traceability and communication perspective – and how can the TACO results contribute to 
solving these challenges? Discussions on this are given in this chapter. The MORE project, 
which will aim at the industrial utilisation of results from the TACO project, is discussed in 
chapter 6. 

5.1 Safety Demonstration 
A fundamental purpose of requirements managements is to support the demonstration of 
safety of the plant. The overall safety demonstration is an intricate task involving technical 
dimension (plant-system-equipment), organisational dimension (stakeholders of the plant), 
time dimension (life cycle), and methodological dimension (approaches, analyses, assess-
ments, activities to be performed). It is a process where the utility must have confidence in 
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itself and in the vendor’s ability and equipment, and where it can transform this confidence to 
the authority. 
 
Figure 3 presents an overview of elements of a safety demonstration in a construction or mod-
ernisation project. Seen from a requirements analysis point of view, basic requirements for the 
part of the plant under consideration (e.g. automation system) are derived from the design 
basis of the plant and plant operation. The safety and risk assessments form the basis for de-
termining the safety importance of different automation systems. The implementation of the 
safety demonstration is divided into three areas: demonstration of technical design features, 
quality management of the implementation project and consideration of system operation and 
life cycle [10]. 
 
 

Plant level

Plant design Plant operation
Safety and risk analyses
Criticality of functions,

different plant parts and
actions

Requirements specification
for a specific entity (e.g.,

automation system)

Technical design
features

Project quality
management Operation and life cycle

Verification and
validation

Design and
implementation process

Operational features
and preparedness  

 

Figure 3. Safety demonstration framework [10]. 

5.2 Role of Safety and Risk Analyses in Requirements 
Management 
In safety-critical environments and applications, the safety and risk analyses play a central 
role in the specification of requirements. Analytical methods like probabilistic safety assess-
ment (PSA) are needed to interpret, identify and define, first of all, the overall level of criti-
cality of the plant and, secondly, the criticality of the particular part of the plant under consid-
eration (e.g. a subsystem to be modified). 
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Figure 4 illustrates an ideal picture of the analysis flow starting from scratch, i.e., the concept 
of the plant, continuing down to smallest manageable detail, i.e., purchasable object. In paral-
lel to detailed design, the safety assessments go into details and requirements are specified. 
Analogically to the V-model, the verification process goes into the opposite direction. The 
lowest block in the diagram refers to the situation at operating power plants. There is an ongo-
ing process to improve the operation and design of the plant, which leads to repeated plant 
modification projects and corresponding requirements management tasks. 
 
The important traceability links presented in  
Figure 4 are 1) horizontally between the requirements specification and plant safety analysis 
and 2) vertically between the different levels of, not only requirements specification, but also 
between the different levels of plant safety analysis. 
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Figure 4. Hierarchical structure and analysis flow between description of plant description, 
safety assessment and requirements analysis. From left to right: safety assessment is based on 
description of the plant and safety requirements are based on a safety assessment of the plant. 
From top to down: the specification of each description takes place stepwise. Verification of 
fulfilment of requirements goes in opposite direction. For an operating plant, the require-
ments management process is ongoing and iterative due to new findings based on operating 
experience and safety analyses, as well as due to ageing of systems and development of new 
technical solutions. 
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5.3 Defence-in-depth and Diversity Assessment 
The defence-in-depth strategy presumes that every aspect of the plant’s safety includes sev-
eral levels of protection [4]. These levels of safety functions are meant to either prevent or 
mitigate accidents; or both. In this way no single human or component failure will lead to 
harm to the public, and even combinations of failures that are extremely rare would lead to 
little or no harm. From an automation point of view, the strategy means a requirement to sepa-
rate automation functions into: 
 

• normal operation control functions; 
• preventive functions; 
• safety functions; 
• diverse safety functions (for high risk scenarios); and 
• accident management functions. 

 
The above list of function categories can be regarded as successive barriers that can react in a 
plant disturbance. If the functions are accomplished by different systems and in particular 
with different technical solution, the probability of a severe accident is minimal provided that 
each function is reasonably reliable. In fact, the designer can to some extent make trade-offs 
between the reliability of a single system and the number of successive system barriers pro-
tecting the plant. However, the plant processes are complex and there are interdependencies 
between systems so that without a systematic analysis, it is impossible to demonstrate the 
safety level of the plant. Further, an analysis and related decision making criteria are needed 
for the above mentioned trade-off considerations. The crucial thing is, not the reliability of a 
single automation system, but the level of independence (or dependence) between automation 
systems responsible for different barrier functions. Therefore the most interesting reliability 
requirements concern with the probability of a common cause failure, i.e., a failure which is 
the result of one or more events, causing coincident failures of two or more separate channels 
in a multiple channel system, leading to a system failure [IEC 61508]. 
 
Figure 5 illustrates how I&C functions can be analysed in order to identify dependencies be-
tween them. For safety demonstration purposes, the entire signal processing path from the 
sensors to the actuators needs to be considered. Such an analysis must be made for all think-
able plant initiating events. The frequency and potential consequences of the initiating event 
determines whether preventive functions, safety functions, diverse safety functions or acci-
dent management functions are required. In this example, a survey was made of primary and 
back-up safety functions available in different PIEs (functional diversity) fulfilling a safety 
function and of available activation signals of process components in a safety system (system 
diversity). The defence-in-depth and diversity features of systems were evaluated using nu-
merical indexes that express, in the simplest form, the number of barriers: 1 = one barrier 
function, 2 = two barrier functions, etc.  
 
The defence-in-depth and diversity assessment is valuable input for the safety classification of 
I&C systems and their equipment. Consequently, it provides the basis not only for the system 
and equipment requirements but also for intersystem independence requirements, and it forms 
a traceability link between system and function level requirements. It should be noted that, in 
reality, to show independence between two software products (from a CCF risk point of view) 
can be a difficult task. 
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Figure 5. A method to analyse defence-in-depth and diversity features of automation systems. 
An example from Olkiluoto 1/2 nuclear power plant. For each initiating event, the responsible 
safety functions and related I&C functions are defined. Red marked blocks (here dark grey) 
indicate system functions that lack diversification [9]. 

5.4 Validating Human-System Interfaces 
The trend to employ ever more digital control systems in NPP automation addresses the issues 
of human-system interaction as a central part of safety demonstration. What seems to be 
available today for industry is a selection of standards and guidelines that provide vast lists of 
issues that should be covered in system evaluation. An extensive study is underway at VTT, 
in a growing cooperation with, e.g., the OECD Halden Reactor Project, to develop a new 
framework for the evaluation of the usability of complex information and control systems. 
The current status of the framework is described below. A more comprehensive description 
can be found in [11]. The framework combines effectively and consistently the essential ele-
ments of requirements for both design and validation together with the actual validation stages 
leading to final assessment of system usability. 
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Figure 6. A framework for the evaluation of the usability of complex information and control 
systems. 

 
The process view of the framework is depicted in Figure 6. The activities and their results 
(deliverables) are briefly described below. 

5.4.1 Modelling 

Functional Domain Modelling (FDM): Functional domain modelling produces a functional 
breakdown of the system, on a general level.  
 
Core-Task Modelling: Produces a similar deliverable to the FDM but the functions are mod-
elled from an operative perspective. Core-task model denotes what is the essential content of a 
particular work, what are the demands on the worker and what are the contradictions between 
the different demands that the workers have to balance between. 
 
Functional Situation Models (FSM) and Scenario Selection: In the functional situation model-
ling, the domain models are given a situational meaning. The functional situation model is 
constructed chronologically and it thus provides the sequence of process phases taking place 
during the particular scenario. 
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Establishment of Performance Indicators and Acceptance Criteria: An activity to establish 
performance indicators for the selected scenarios.  

5.4.2 Data Collection  

Evaluation is conducted in full-scale simulator conditions but may be organised also in real 
work environments. The users in an evaluation session are normal NPP operators. No further 
expertise should be required from the test users.  
 
Orientation interview: In the beginning of the evaluation session some basic information is 
gathered from the users. The aim of the orientation interview is to define the users’ work ori-
entations so that they can be taken account of when the users’ practices in the tasks are ana-
lysed. 
 
Observation of Human-System Interaction: The simulator run is carried out as any other 
simulator run in the operator training process. The users follow their standard procedures and 
operate the plant as they are instructed. The data collection is conducted with many different 
tools. 
  
Task Load and Complexity Measurement: After the completion of the scenario, the operators 
are presented with the TLX (Task Load Index) measurement questionnaire.  
 
Stimulated Process Tracing Interview: In the process tracing interviews the main phases of 
the simulation are discussed through together with the users. The aim of the de-briefing is to 
find out what events did the users consider most important in the simulator run, and what kind 
of information did they use to handle these events.  
 
User Interface Interview. 

5.4.3 Data Analysis  

Analysis of Human-System Interactions: Analysis of the human system interactions during the 
scenario is carried out with course of action analysis. The description of the courses of action 
consists of a sequential-temporal representation of the operator-process and operator-operator 
interactions as perception action cycles. Data from de-briefing process-tracing interviews are 
primary in structuring the course of action in meaningful phases.  
 
Work practice analysis: In this methodology operator practices are analysed and evaluated 
with regard to two aspects of practices situational and habitual. The situative aspect refers to 
the particular actualisation of operator performance which we have called course of action. 
The habitual aspect refers to the dispositional features that are identifiable in the actualisation 
in a reason-based analysis orienting to reveal the significance or meaning of these actions.  
 
Analysis of Process Data: Primary information source for the analysis of process data are the 
logs and trends gathered during the simulated scenario.   
 
Analysis of Human Performance Data: The task load data is manipulated according to the 
NASA-TLX method [3].  
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5.4.4 Assessment Phase 

The assessment phase is the part of the human factors evaluation in which the acquired results 
are compared to the acceptance criteria. This is done for all the categories of performance data 
collected and analysed in the tests. 

5.5 Simulation-assisted Automation Testing 
The contents of this section have been adapted from [6]. 

5.5.1 Background 

Requirements of the automation system delivery are tightening. The organisations involved in 
the delivery should achieve even higher productivity without compromising the quality of the 
automation system. The testing of the automation system has an essential role when aiming at 
these goals. However extensive testing of the automation system is challenging. Automation 
systems are wide and they are tightly coupled to the process, and all information required is 
available only at the time of the installation. In traditional testing the functionality of the 
process is emulated using signal generators and automation system modules. To get more 
realistic process responses including all interdependencies a simulator is a very attractive al-
ternative. 
 
Computation power has rocketed in relation to the price: modern PC’s are capable of running 
plant-wide models in real time. PC-based DCS and PLC emulation software products, also 
known as virtual automation systems, have been released, with basic simulation features 
(start/stop/save/load). Industrial standardisation efforts have produced a number of de-facto 
standards for plug-and-play co-use of simulation and automation software by different pro-
viders.  
 
The technology is now being taken up in the industry. During recent years, pilot projects have 
been carried out using various tools and technologies with promising results. Involving simu-
lators in various phases of NPP modernization or new-build projects seems to be very Scandi-
navian! This is due to the strong culture of continuous improvement, both in nuclear industry 
and the respective research. 

5.5.2 Automation Delivery Project 

Independently of the working practices used in testing, an automation delivery project can be 
divided in following phases: 
 

1. Specification: The end-user specifies the requirements for the new automation system. 
The choice may be open between several possible automation suppliers. 

 
2. Design: The end-user and the automation supplier resolve how the requirements will 

be met on the selected automation product.  
 

3. Implementation: Involves the configuration and/or programming of the automation 
applications. The phase ends in the Factory Acceptance Test (FAT). 
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4. Installation: The automation hardware and software are delivered and installed to the 
site. The phase ends in the Site Acceptance Test (SAT). 

 
5. Commissioning: Involves the trial runs: cold commissioning and hot commissioning. 

After the commissioning phase, the plant is taken over by the end-user. 
 

6. Validation: The system is evaluated by the end-user and possibly authorities. 
 

7. Operation. 
 

5.5.3 Potential Uses of Simulation 

Evaluation of automation design: Simulation-assisted evaluation of automation design should 
be carried out as early in the project as possible. Simulation sequences can be made for evalu-
ating system performance with alternative automation designs. The testing of cross-
dependencies and overall system behaviour must be carried out interactively by domain ex-
perts. 
 
Evaluation of process design: As processes become faster, the process and automation de-
signs become more iterative and more integrated. The use of dynamic simulation to evaluate 
alternative process designs can be seen highly beneficial.  
 
Validation of system requirements: Simulation can be used for improving the understanding, 
what are realistic expectations from the performance of the system, and what are justified lim-
its for alarms and protection logics. For validating the requirements, automatic simulation 
sequences can well be used in case the criteria for the validity of each requirement are easy to 
specify. The runs can later be re-used in the comparing of automation products and in verifi-
cation of system implementation. 
 
Comparing automation products: The testing system can be used for running pilot-scale tests 
using different automation products.  
 
Verification of automation implementation: Simulation-assisted automation factory accep-
tance test is generally regarded to have a great potential benefit. Changes made before instal-
lation are far less expensive than changes made to a system after installation. 
  
Tuning of automation parameters: Simulation models can be used for pre-tuning of automa-
tion parameters. It may be beneficial to tune the automation in both the specification phase, 
using a simulation model of the automation, and in the implementation phase, using virtual 
automation.  
 
Tuning and validation of process models. 
 
Estimating system reliability: Simulation can be used for estimating the reliability of the 
automation application. A set of test cases that correspond to the operational profile are speci-
fied and executed. Instead of finding errors, the aim is to demonstrate that the system has the 
expected degree of reliability. 
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Verification of operator instructions: The testing tool can send both operator events to the 
automation system and process events to the simulation model. 
  
Design and Validation of Human-System Interaction: see above. 
 
Testing automation and simulation products at version release: At version change of any sys-
tem software component, the behaviour of the entire system should remain the same, or the 
change should be justified. Therefore, the testing environment can be used for testing automa-
tion and simulation products at version release. 

5.6 Framework of Patterns 
This section describes shortly a follow-up activity, which will be in close relation with the 
MORE project. The intention is not to implement the described framework within the MORE 
project but to maintain relations and discussions with it while trying to find points of co-
operation and mutual benefits. 

5.6.1 Background 

The rapid development of information technology has increased the number of different 
working methods used in the industry. In spite of the continuous research and introduction of 
alternative ways of thinking, there are still many fields where the advances of new IT-driven 
methods have not been fully applied. An example of this is the lack of utilisation of advanced 
software development methods in justifying the safety and dependability of computer based 
systems. From the designer’s point-of-view, there are no generally accepted methodologies 
for quality management, qualification and licensing procedures. The plan described below 
concerns mainly design and development of safety critical systems and software, and quality 
procedures and analysis.  

5.6.2 Objectives 

The objective of the research is to create a general framework enabling the development of 
patterns that take safety and dependability issues into account. The basis for patterns will be 
well-described requirements and source information. At this relation, the concept of pattern 
must be understood extensively, i.e. a pattern is a solution or guidelines to a frequently occur-
ring problem or situation in a certain context. Patterns of this type have been seldom, if ever, 
applied systematically in automation application design and even far less in safety critical 
automation.  
 
Another objective of the research is to extend the concept of patterns to deal with testing, 
quality management, fault-tolerance, and formal qualification / licensing of safety critical in-
dustrial applications. In addition, the claim-evidence technology2 [1] will be considered and 
possibly combined with creating patterns.  

                                                 
2 In general, claim is a demand for something due or believed to be due. In this context the word claim concerns 
properties of the behaviour of the system implementation and properties of the interactions of the implementa-
tion with the environment. In real life, stakeholders of the system do not talk about claims before dealing with 
licensing the system for a given usage, or before dealing with regulators, safety authorities or their technical 
support organisations, or before submitting the system to independent assessment. 
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5.6.3 Utilization 

One utilization method of the results would be enabling public, open, and critical discussion 
and consensus about which solutions or procedures are good and which are not so good. Be-
cause problem solving is usually based on already existing solutions and the process is rarely 
started from the scratch, why don’t do it in a structured way and share the information? That 
way there would be good possibilities to start a positive spin of improving design, qualifica-
tion and licensing solutions in general and involve more stakeholders to take part in it.  
 
The results of the research will be utilised in assessing the safety and dependability of indus-
trial applications and in designing these kinds of applications. 

5.6.4 Risks 

One of the biggest risks of such research activity is the lack of source data and real life exam-
ples to be utilized in the pattern framework development. To minimize that risk, the 
TACO/MORE network will be contacted in order to get a reasonable amount of good quality 
data. Before that, the topic and area of the research must be defined more accurately and there 
must be a clear vision of what kinds of data and assistance are really needed.  

5.6.5 Schedule 

The activity described above has already been started within the TACO project group and it 
will be continued along with the MORE project. The results will be published in various con-
texts as the research goes on. 

5.7 Configurable Life Cycle Models 
Usually, the development of large and complex computerised systems used at nuclear facili-
ties is carried out following a standard development process. Whether the process is the V, 
spiral or RUP life cycle model, its focus has traditionally been on functionality and safety 
factors. Furthermore, the experiences indicate that safety factors are themselves often defined 
on the basis of functionality, availability and performance of the constructed system. Taking 
into account other dependability requirements such as modifiability, reusability, mobility and 
security, and their influence on the safety requirements, have not been the concern of avail-
able development processes, also called life cycle models. Additionally, all these models are 
of generic nature, including many elements for each development phase that are not necessar-
ily equally important for all projects.  
 
As the importance of dependability requirements for complex systems differs from one pro-
ject to another, and as the awareness about accounting for various and sometimes contradic-
tory dependability factors becomes more and more crucial in especially the modernisation 
projects at nuclear facilities, there is a need for configurable life cycle models that are not 
universal and the same for all development or modernisation projects, but appear custom-
made for each single project. 
 
A selective and custom-made integration of dependability factors into a life cycle model can 
only be accomplished through a comprehensive and systematic approach involving: 
 



 

 42

1. The establishment of criteria for specification and categorisation of dependability re-
quirements (including functionality requirements) in accordance with all dependability 
factors relevant for projects at nuclear facilities. 

 
2. The actual specification and categorisation of the dependability requirements based on 

not only past and current experiences, but also the advances within information and 
communication technologies imposing new requirements to modern computerised sys-
tems. 

 
3. Application of traceability techniques for the management of changing dependability 

requirements integrated into the configurable life cycle model (thus, also defining the 
criteria for the reusable elements and development patterns among different “shapes” 
of the configurable life cycle model). 

 
4. Application of traceability techniques for the management of changing phases, disci-

plines and iterations for the configurable life cycle model (e.g. a particular discipline 
or a part of it during the development process can be omitted due to the nature of the 
project in focus). 

 
The findings of the TACO project and in particular the TACO traceability model will be em-
ployed and further developed to accomplish the objective described above, in terms of the 
activities during the MORE project. 
 
To be valid and trustworthy, the development of a configurable life cycle model will be 
highly depending on the real-life examples and practical experiences from development and 
modernisation projects at nuclear power plants, and further maturity of the TACO traceability 
model. The latter will in particular involve the semantic aspects of the traceability model, i.e., 
the further development of the model’s features for describing relationships between different 
requirements, hence their classifications, and on that basis describing the relationships be-
tween classes of requirements.  

5.8 Decommissioning Projects 
Decommissioning consists of administrative and technical actions taken to allow the removal 
of some or all of the regulatory controls from a nuclear facility. The use of the term “decom-
missioning” implies that no further use of the facility for its existing purpose is foreseen. The 
actions taken in decommissioning must ensure the protection of the work force and long-term 
protection of the public and environment, and typically include reducing levels of residual 
radionuclide so that material and buildings can be safely released and reused. Decommission-
ing activities also create radioactive waste which needs to be appropriately managed so that 
the public is protected from the associated radiation hazards. A large number of nuclear facili-
ties worldwide will ultimately require decommissioning. They range from large nuclear 
power reactors and complex reprocessing plants to small research laboratories and manufac-
turing plants. The decommissioning tasks for nuclear facilities can include large-scale decon-
tamination, and destruction of massive concrete structures. 
 
The decommissioning tasks can present many safety challenges and before a decommission-
ing programme is started, these challenges must be anticipated, evaluated and given satisfac-
tory solutions. In all cases, the decommissioning tasks must be well planned and arrange-
ments must be made to ensure that sufficient resources will be available when needed. With-
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out proper arrangements being made for decommissioning, the facilities subject to shut-down 
could eventually constitute a radiological hazard to the public and environment in their vicin-
ity. 
 
The above indicates that decommissioning activities constitute a complex life-cycle process, 
with clear and comprehensive requirements associated with each single activity during the 
process. The activities can be roughly grouped to relate to the following major topics: 
 

• Project management in a safety culture 
• Operational safety 
• Decommissioning technologies 
• Nuclear engineering systems 
• Environmental decision making 
• Environmental quality standards 

 
To illustrate, activities related to operational safety can include studying and complying to 
safety standards, preparing safety cases, specifying safety requirements, continuous safety 
auditing, assessing the risks involved, and managing legal liability and operating licences. 
Equally, activities within decommissioning technologies can comprise defining strategies for 
effective decommissioning (together with planning and economics), investigating and choos-
ing techniques for material cutting and waste minimization, evaluating human exposure and 
the related protection procedures, assessing and deciding the usage degrees of manual tech-
niques and robotic systems (together with their integration and control), and choosing suitable 
User Interface (UI) techniques, amongst others, relevant for interacting with the robotics sys-
tems. 
 
It is evident that the traceability and communication of requirements established, perhaps al-
tered and finally frozen for each of the activities mentioned, is as essential as for those associ-
ated with the construction process of nuclear facilities. The TACO traceability model can 
therefore be specialised for decommissioning projects, and include facilities for definition, 
classification and change management of requirements related to decommissioning activities. 

5.9 Knowledge Management 
The NKS Workshop on Knowledge Management in Nordic NPPs (see section 3.5.5) included 
a presentation and discussions on how TACO can be utilized for knowledge management. 
The present section is based on material from the workshop report [8]. 
 
For some time, there has been a growing interest in and attentiveness to this field, which 
eventually has also gained some recognition by the NPP community worldwide. Organisa-
tions like IAEA and NEA have defined activities that address issues relevant to the field, and 
many national research institutes and singular utilities have defined activities of their own. 
 
The reasons for this shift in interest are probably several. However, one of the most important 
reasons is possibly the concern for knowledge attrition. By and by the competence of the staff 
will be worn down, sometimes because it is not used but more often because employees either 
quit or retire. Retirement has become a serious problem in many parts of the world due to the 
general age profile of NPP staff. This is a critical problem that needs to be dealt with before it 
becomes too late. 
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The deregulation of the electricity market is probably another contributing factor. It has cre-
ated harsher market conditions, which makes it increasingly harder for the single utility to 
prevail. Knowledge management offers solutions that help companies acquire, preserve and 
reuse knowledge more efficiently. 
 
With respect to utilizing the TACO results for knowledge management purposes, applicability 
of the TACO shell and the TACO traceability model for general knowledge management 
could be explored to see if they can be used to control the dynamic development of knowl-
edge. For several reasons, the totality of applicable knowledge will be changing as time pass 
by. New knowledge will emerge, some of it replacing obsolete knowledge. Also erratic 
knowledge may substantiate and later on there will be a need to retract to previously estab-
lished knowledge. 
 
The applicability of TACO in this field relates partly to the question how knowledge man-
agement can facilitate effective communication between people of different background and 
expertise. In the TACO project, this issue has been addressed in relation to communication in 
the different requirements management activities. In a requirement/design situation it is often 
needed that end users communicate with designers. To facilitate this communication, the 
TACO project suggests introduction of different kinds of perspectives on the same knowl-
edge. This may imply a translation process that will use a dictionary to translate problems 
formulations belonging to one perspective into the vocabulary of another perspective. It may 
be a particular challenge to keep the two views consistent. One example is when constructing 
operation procedures from other types of technical documentation. This extracts the technical 
information and the implications so that they can be more readily applicable by the operators. 
Since there is a manual construction, there may be a possibility that the two views on the 
process may become inconsistent or outdated. More efficient knowledge management would 
address this maintenance and reusability problem. 

5.10 Procedures 
NPP plant procedures classify into a series of different categories ranging from highly safety 
relevant procedures to procedures establishing conditions resulting in a more efficient opera-
tion of the plant. Common to the construction of all such procedures is the dependency on the 
design and construction of the plant itself and other systems supporting the operation of the 
plant. This means that design decisions taken for other parts must be communicated to the 
people responsible for procedure construction and maintenance. For example, safety relevant 
procedures are closely related to requirements such as those described in section 5.2. The 
safety assessment implemented as part of this process should make procedures a part of their 
analysis. Safety related procedures will provide an extra barrier to the loss of critical safety 
functions. The iterative process described in 5.2 will eventually lead up to some proposed 
plant adjustment. The three phases (description of the plant, safety analysis, requirements de-
velopment) bring about elements that should be influential also on the content of the proce-
dures. In other words, a procedure must reflect the actual plant components and adjustment of 
the plant itself must in some cases lead to procedure changes. Thus, the development of the 
‘TACO paragraphs’ should not only be associated with the development of safety automation 
systems but also new versions of the individual plant procedures. 
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Other classes of procedures will have similar connections to plant construction details. In 
general, the procedure life-cycle must be coordinated with the life-cycle of the plant and other 
support systems associated with the plant. 
 
The Halden Project’s COPMA project has for an extended period of time investigated the use 
of computerized procedure handling. Recently there has been a shift of focus from execution 
of the procedure to the maintenance of the procedures. Integration of diverse information 
sources (such as plant component databases and requirement specification databases such as 
TACO/MORE) makes it possible to coordinate and reinforce the procedure maintenance ac-
tivity.  
 
The COPMA project has this far developed a demo that uses an information coupling to the 
plant database. There are plans for trying to interface with the TACO tool once the tool is 
available and provided the needed features are part of the system. The remainder of this sec-
tion will deal with the expected functionality of such an integration as well as the expected 
benefits. 
 
The current COPMA based procedure maintenance demo relies on a versioning paradigm 
where the hierarchical levels of the procedure (such as step and instruction) are associated 
with revision numbering. One advantage of this approach is that it is easy to extract the latest 
version of the procedure, or any selected version, by issuing simple query commands to the 
database. Also the revision history of e.g. an instruction can easily be extracted and presented 
to the staff that is maintaining the procedures. Still, there is information not provided. The 
content of a procedure is often a result of requirements that concerns a more complex selec-
tion of procedure elements, not necessarily related to the hierarchical procedure. In reference 
to the discussion above concerning requirements to the critical safety function implementa-
tion, there is an obvious need to relate requirements of a general nature to other requirements 
of a more specific nature and eventually link over to procedures that are part of the in-depth 
prevention of the critical safety functions. 
 
This principle is illustrated in Figure 7 for the maintenance of critical function preserving pro-
cedures. The requirement construction related work processes has been taken out from the 
model used in section 5.2. There is an association between additional procedure requirements 
to the procedure-independent plant description and the requirements to the safety automation 
system. Finally there is an association across the boundaries of the TACO and COPMA tools 
system providing the link between the procedure details and the associated requirements. 
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Figure 7. Using the TACO tool to implement part of a procedure maintenance system (CF = 
critical safety function). 

 
The needed associations between the procedure specific requirements and the more general 
requirements will presumably be provided by the ‘relation’ type of association currently de-
fined as part of the TACO tool. 
 
The expected benefits of such a setup might be several. One is a better coordination of general 
plant maintenance activities and revision of procedures used to operate the plant. Another 
benefit might be a systematic documentation of the design basis of the procedure construc-
tion, making an explicit link between requirements to the procedures and its current content. 
This is extremely useful in implementing the procedure revision process.  

5.11 Alarm Systems 
Alarm systems have been a major concern within complex industrial processes for many 
years. Within the nuclear community, the TMI accident in 1979 was one of the first really 
serious events that showed also the importance of the man-machine aspects of the systems in 
general, and the alarm system in particular. 
 
The main purpose of an alarm system is to alert the operator if an abnormal situation is about 
to develop, and to assist him in identifying and correcting the situation. Modern, advanced 
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alarm systems are designed with focus on the human capabilities and limitations, in particular 
to avoid information overload, and on the operators’ needs in different situations. 
 
Traditionally, a frequent problem with alarm systems is that the root cause rapidly propagates 
throughout the plant, with the result that the operator is drowned in a large number of alarms. 
Due to insufficient guidance, suppression, and prioritization by the alarm system, the operator 
gets too little help in determining the status of the plant and trying to understand what is hap-
pening, as alarms are coming from virtually all parts of the plant. 
 
With an advanced and well-designed alarm system, the operator should be alerted at an early 
stage about which undesirable state is about to develop. By alerting the operator at an early 
stage, a good alarm system will reduce the frequency with which the safety system is called 
into action, and therefore reduce the frequency of safety-system failure. 
 
While early recommendations concentrated on alarm suppression requirements and display 
methods, more recent ones in addition stress the purpose and lifecycle management of the 
alarm system. Many years will pass from the designers start their work on an alarm system, 
followed by a long period of system utilization, maintenance, and updates, until finally the 
use of the system is discontinued. Bringing the purpose of the system into focus will help 
keeping the system on the track during this long period. System management issues also are 
important to ensure that maintenance gives continuous lifecycle improvement rather that deg-
radation. Without good lifecycle management, different members of the design team may pull 
in different directions, resulting in an incoherent system. After the design period has come to 
an end, maintenance people may destroy the coherence or other important properties of the 
system, not intentionally or by bad will, but because of unclear documentation or responsibili-
ties.  
 
Changes to the alarm system are highly probable, in particular to adapt to changes in the 
properties of the plant. There should therefore be an administrative system for handling access 
control and documentation of changes made to the alarm system. The objective of such an 
administrative system would be to prevent unauthorized modifications to the system and en-
sure that all changes are traceable and properly documented. The system should administer 
changes and adjustments to the alarm system, such as setting new alarm limits, shelving and 
inhibiting. An integrated system for documenting changes and adjustments should require 
certain information to be entered before changes are effectuated. Access control mechanisms 
should allow non-critical alarms to be easily modified by operators, while changes to critical 
alarms require special authorization. There should be procedures and systems for reporting 
incidents, deficiencies, problems, and potential problems related to the alarm system. It 
should be clearly defined who is responsible for following up these reports. 
 
In a mature technical field, the design process starts by carefully considering the purpose of 
the system and the requirements that are necessary to fulfil its purpose. All modern sets of 
recommendations to alarms systems try to promote such a systematic method of work. The 
importance of lifecycle management, documentation of purpose of the system and the indi-
vidual requirements, and adequate change control, clearly indicates the potential usefulness of 
the TACO approach to the design and maintenance of alarm systems. This relates to the gen-
eral trend towards more mature system engineering as well as to the fact that alarm systems 
often need to be changed during their lifetime to improve their performance or to reflect 
changes in the plant. From a systems and requirements perspective, the TACO approach ap-
pears to be directly applicable to the design process and lifecycle management. In addition, a 
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topic for possible closer investigation is whether the TACO approach can also help structur-
ing the alarms, their causes and interrelations, and as such improving the means for handling 
the complexity of the alarm system. 

5.12 Model Based Risk Assessment 
The EU-funded CORAS project (IST-2000-25031) developed a tool-supported methodology 
for model-based risk analysis of security-critical systems. The project was initiated in January 
2001 and successfully completed in September 2003. The CORAS consortium consisted of 
eleven institutions from four European countries. SINTEF was responsible for the technical 
coordination while Telenor AS R&D was the administrative coordinator and responsible part-
ner towards the European Commission. 
 
The CORAS framework is the overall result of the CORAS project since it integrates all the 
other CORAS results. The framework consists of terminology, languages for system model-
ling, processes for system development and risk management, methodologies for security risk 
analysis as well as computerised tools. In particular, the framework provides:  
 

• A methodology for model-based risk assessment integrating aspects from partly com-
plementary risk assessment methods and state-of-the-art modelling methodology.  

• A UML based specification language targeting security risk assessment.  
• A library of reusable experience packages.  
• A computerised integration platform providing two repositories; an assessment reposi-

tory and a repository for the reusable experience packages.  
• An XML mark-up for exchange of risk assessment data.  
• A vulnerability assessment report format.  

 
The CORAS methodology for model-based risk assessment (MBRA) applies the standardised 
modelling technique UML to form input models to risk analysis methods that are used in a 
risk management process. This process is based on the standard AS/NZS 4360:1999 “Risk 
Management”. The CORAS methodology for MBRA can be utilised on three abstraction lev-
els, and for each level recommendations and guidelines are provided, as well as templates, 
questionnaires and supportive descriptions.  
 
The CORAS methodology for MBRA is specialised towards assessment of security critical 
systems. The CORAS methodology for MBRA has also been tested and turned out success-
fully on telemedicine and e-commerce systems through several trials. The benefit from using 
the methodology is that the assessment becomes effective due to a high degree of standardisa-
tion in describing the target of assessment and the increased level of reusability. At the same 
time the results become much easier to communicate to the different stakeholders.  
 
A CORAS UML profile is an extension of the basic UML language targeting security risk 
assessment. The profile makes the UML diagrams easier to understand for non-experts, and at 
the same time preserves the well-definedness of UML. The profile for risk assessment pro-
vides rules and constraints for risk assessment relevant system documentation.  
 
The CORAS library of reusable experience packages supports reuse of risk assessment ex-
periences and documentation. A significant part of the results of a security analysis carried out 
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on an IT-system will typically have a certain general character. To avoid starting from scratch 
for every new analysis, it is important to gather these general aspects.  
 
The library of reusable experience packages captures such generic aspects in the form of e.g. 
UML-diagrams, table-formats, check lists, patterns and plain text. Each experience package is 
decomposed into experience elements.  
 
An experience package belongs to a domain, but may inherit elements from experience pack-
ages of other domains; e.g., an experience package in the telemedicine domain may inherit 
elements from experience packages in the health domain and the general domain. The experi-
ence packages are classified into constructive and supportive packages, which contain con-
structive and supportive elements, respectively. A supportive package documents methodo-
logical aspects like guidelines and recommendations while a constructive package provides 
formats and patterns for the documentation of assessment results and the assumptions on 
which they depend.  
 
The CORAS integration platform is the main computerised component of the CORAS 
framework. The CORAS platform is used to store the results from ongoing and completed 
security analyses, as well as the reusable elements and experience packages. These are stored 
in two separate repositories, the Assessment Repository for the analysis results, and the Reus-
able Elements Repository for the reusable elements. During a security analysis, reusable ele-
ments may be instantiated and become part of the security analysis results. The platform GUI 
provides the end-user with administrative functionality, such as creating new security analysis 
projects and managing the reusable elements and experience packages. A wide variety of 
UML modelling tools and risk analysis tools exist and are in use by security analysts and sys-
tem engineers today. The CORAS platform provides flexible support for integration with such 
external tools. To this end, the platform provides an integration layer with a defined API 
which tools can use to integrate with the platform, utilising standardised XML formats for 
data integration. The CORAS platform comes with full documentation and provides:  
 

• methodological guidelines in electronic form;  
• an advanced tool for table-editing;  
• automatic procedures for consistency checking;  
• support for generating partly filled in tables based on existing data;  
• user-guidelines in the form of help functionality.  

 
In the absence of any standardised meta-data format for representing information related to 
risk assessment, the CORAS consortium has developed an XML mark-up for representing 
risk assessment information. 
 
Such meta-data description of core risk assessment data are being used for the purpose of con-
sistency checking between different items of the repositories provided by the CORAS integra-
tion platform. The XML mark-up is also used to facilitate easy integration of risk analysis 
tools with the CORAS integration platform. In particular, the mark-up defines information 
models for the core elements of the different risk analysis methods used in CORAS.  
 
As networks of hosts continue to grow in size and complexity, evaluating their vulnerabilities 
that could be exploited becomes increasingly more important preventative measure. Periodic 
network assessment, used to uncover and correct vulnerabilities, is a common intrusion pre-
vention technique. Although the tools that perform those assessments report the same basic 
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information, there are some tool specific differences. Unfortunately, trying to combine output 
from these tools would require separate parsing tools to address the significant low-level dif-
ferences. A standard format for representing assessment information in XML would bring 
with it the same types of benefits to the vulnerability assessment area with the ones that 
IDMEF and IODEF are going to bring to the intrusion detection and incident handling areas. 
The CORAS vulnerability assessment report format (VARF) addresses this problem by pro-
posing data formats for sharing information of interest to vulnerability assessment and to fa-
cilitate the interaction with the risk management process. 
 
The TACO approach may contribute to several parts of the CORAS framework. An immedi-
ate suggestion is to explore the possibility of adding formalised traceability features to the 
UML based specification language targeting security risk assessment and the library of reus-
able experience packages. 

6. Next Steps: MORE 
The purpose of this chapter is to give information on the project MORE (Management of Re-
quirements in NPP Modernization Projects, NKS_R_2005_47), aiming at the industrial utili-
sation of results from the TACO project. The chapter describes how MORE relates to the 
NKS-R framework, and gives a description of the activity. 

6.1 Background 
Experiences from modernization projects at NPPs, in particular in Sweden and Finland, indi-
cate the importance of adequate structure and modularisation of the requirements. It is impor-
tant to handle the evolution of the requirements and the completeness with respect to the re-
quirement sources, supported by some formalism for structuring the requirements. A particu-
lar issue is how to make an evolutionary, iterative software engineering process that reflects 
the evolving nature of the requirements and their understanding but at the same time satisfies 
the requirements set by the licensing authorities (e.g. with respect to quality assurance and 
documentation). 
 
Management of changes is closely related to the maintainability of a software system. Typi-
cally, the requirements for a given system undergo many changes before the development is 
completed. These changes may be due to changes in the prospected operation environment, 
but may also happen simply as a result of improved insight during the development. The task 
of managing alteration of the requirements is closely related to requirements traceability. As 
has been demonstrated in the TACO project, work on requirements traceability can to a cer-
tain extent be seen as a response to the need for keeping track of these changes. One benefit of 
traceability is the localization of the side effects of a modification and the identification of 
relationships that must be reconfirmed, thereby increasing the assurance that when changes 
are necessary they will be complete and consistent. 
 
The new activity will build on and add to the results from the TACO project. The emphasis 
within the TACO project has been to facilitate understandability, communication and trace-
ability of software system requirements throughout the different system lifecycle phases, by 
applying an appropriate traceability model. The TACO Traceability Model supports under-
standability, communication and traceability by providing a common basis, in the form of a 
requirements change history, for different kinds of analysis and presentation of different re-



 

 51

quirements perspectives. The model facilitates traceability by representing the requirements 
changes in terms of a change history tree built up by composition of instances of a number of 
change types, and to provide analysis on the basis of this representation. Much of the strength 
of the TACO Traceability Model is that it aims at forming the logic needed for formalising 
the activities related to change management and hence their further automation. 

6.2 Goals and Results Expected 
The overall objective of MORE is to improve the means for managing the large amounts of 
evolving requirements in Nordic NPP modernization projects. In accordance to this objective, 
the project will facilitate the industrial utilisation of the research results from TACO. On basis 
of compiled experiences on the problem of handling large amounts of information in relation 
to Nordic modernization projects, the MORE project will investigate how the approach to 
requirements management developed in the TACO project can be utilised to handle large 
amounts of evolving requirements in NPP modernization projects. While existing configura-
tion management tools typically apply techniques that are file based, the TACO Traceability 
Model is paragraph based and therefore possibly more adequate for handling requirements 
(i.e., a requirement, or a composition of requirements, is treated as a single paragraph). The 
research will study how requirements can be grouped into concepts, and how design patterns 
can help to achieve this. One possibility is to utilise requirements (or design) templates, with 
guidance on how requirements can be decomposed or composed. The research will clarify 
how design patterns and requirements templates can be generated by utilizing the change his-
tory trees of the TACO Traceability Model. 

6.3 Utilization of the Results 
The activity will work explicitly on the issue of utilisation of the results by facilitating the 
industrial take-up of the research results produced within the TACO project. On the basis of 
experiences in the Nordic countries, the TACO project has aimed at identifying the best prac-
tices and most important criteria for ensuring effective communication in relation to require-
ments elicitation and analysis, understandability of requirements to all parties, and traceability 
of requirements through the different development phases. The proposed new activity will 
build on these experiences, and at the same time complement the experience basis by focusing 
specifically on experiences on the problem of handling large amounts of information and 
evolving requirements in relation to Nordic modernization projects. 
 
It is expected that the activity will provide important input to the development of guidelines 
and establishment of recommended practices related to the management of requirements in 
NPP modernization projects. This kind of input is of high importance to current research and 
development activities being performed at IFE and VTT, to a common understanding between 
vendors, utilities, and regulators about the proper handling of requirements in the digital I&C 
systems development process, and consequently to the successful introduction of such sys-
tems in NPPs. By organising the project on the basis of a Nordic expert network, it is ex-
pected that the project will contribute to the synthesis of knowledge and experiences, with the 
aim of enhancing the competence within the Nordic countries on handling large amounts of 
information and changing requirements. 



 

 52

6.4 Fit to NKS Framework 
The proposed activity represents a strategic follow-up activity of TACO (NKS activity 
NKS_R_2002_16), started in 2002 and scheduled for completion on the 30th of June 2005. 
The activity relates to DELI/MANGAN in the NKS-R framework, where it functions as a 
bridge between new technology, safety principles, and human factors. The proposed research 
is closely related to the topic of the Nordic Seminar on Automation, which was arranged in 
Oskarshamn, 5th to 7th of April 2004. The interaction with Nordic nuclear industry will be 
achieved through the extension of the TACO network. Additional interaction and appropriate 
contact with regulators will be achieved through the organization of industrial seminars and 
meetings. 
 
Safety advancements: Several cases from the nuclear industry indicate the importance of clear, 
complete, and stable requirements from the beginning of the system development project. 
Since the safety of digital I&C is a property of the system in which it is embedded, the 
requirements specification also plays an important role in the safety assessment. The 
importance of requirements management to digital systems safety is reflected in the overall 
objective of the activity, which is to improve the means for managing the large amounts of 
evolving requirements in Nordic NPP modernization projects. It is expected that the project 
will provide important input to the development of guidelines and establishment of recom-
mended practices related to the management of requirements in such projects.  
 
Exhange of information: In order to facilitate the identification of best practices and criteria 
within the Nordic countries, the project will utilise and extend the Nordic expert network on 
requirements elicitation, specification, and assessment for digital I&C, established in the 
TACO project, partly through the arrangement of industrial seminars and meetings. The 
network provides a forum for exchanging experiences and research results on the topics to be 
addressed by the project. The information is exchanged by means of seminars, meetings, 
reports, and publications. 
 
Competence and education: The emphasis on industrial utilisation means that the project 
needs to deal with real modernization projects. The interaction with these projects enhances 
both the transfer of industrial experiences to the research and the industrial competence and 
education on requirements management. By organising the project on the basis of a Nordic 
expert network, it is expected that the project will contribute to the synthesis of knowledge 
and experiences, with the aim of enhancing the competence within the Nordic countries on 
handling large amounts of information and changing requirements in NPP modernization pro-
jects. Even though the proposed activity will focus on modernization projects, the research 
topic, and the expected results, will be highly relevant to digital I&C systems development in 
general. 
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8. Appendix: Project Organisation 
The project has been coordinated by Terje Sivertsen (IFE), and has comprised the following 
organisations and persons: 
 
Organisation Address Project participants 
IFE Institute for energy technology 

P.O. Box 173 
NO-1751 Halden 
Norway 

Terje Sivertsen 
+47 69 212403 
(terje.sivertsen@hrp.no) 
 
Rune Fredriksen 
+47 69 212430 
(rune.fredriksen@hrp.no) 
 
Atoosa P-J Thunem  
+47 69 212322 
(atoosa.p-j.thunem@hrp.no) 
 

VTT VTT Industrial Systems 
P.O. Box 1301 
FIN-02044 VTT 
Finland 

Olli Ventä 
+358 20 722 6556 
(olli.venta@vtt.fi) 
 
Janne Valkonen 
+358 20 722 6469 
(janne.valkonen@vtt.fi) 
 
Jan-Erik Holmberg 
+358 20 722 6450 
(jan-erik.holmberg@vtt.fi) 
 

Ringhals AB 
(Barsebäck Kraft) 

Barsebäck Kraft 
P.O. Box 524 
SE-246 25 Löddeköpinge 
Sweden 

Jan-Ove Andersson 
+46 46 724148 
(jan-ove.andersson@ringhals.se) 
 

 
The project coordinator has been responsible for organising the work within the project and 
for directing it towards its objectives. This includes 
 

• project planning and tracking; 
• establishment and maintenance of the project archive; 
• establishment of good communication and cooperation within the project; 
• reporting to NKS; 
• coordination of activities, in particular the production of the project deliverables; 
• follow up of meetings and decisions; 
• securing of proper quality control, including review and approval of documents in-

cluded in the project archive; 
• reporting of deviations and implementation of agreed corrections. 
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All the individual participants have represented important parts of the technical competence 
within the project, and have been responsible for contributing to the activities in such a way 
that the project would reach its objectives.  
 
The project organisation has been intended to constitute a Nordic expert network on require-
ments elicitation, specification, and assessment for digital I&C. The network has provided a 
forum for exchanging experiences and research results on the questions addressed by the pro-
ject, and a basis for evaluating the relative merits of the different practices, the relative impor-
tance of identified criteria, etc. A related concern has been to facilitate knowledge transfer 
from other areas applying equipment that are used in NPPs. 
 
The emphasis on best practices and identified success criteria means that the project has 
needed to deal with real cases involving the development of a digital I&C system. By organis-
ing the project on basis of a Nordic expert network, the project has contributed to the synthe-
sis of knowledge and experiences, enhancement of competence on requirements elicitation, 
specification, and assessment, improved awareness of alternative practices, a basis for assess-
ing current practices, and an incentive to search for best practice. 
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