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ABSTRACT

Advanced technology is having the effect that industrial systems
åre becoming more h ighly au tomated and do not rely on human
i n t e r v e n t i o n for the c o n t r o l o f n o r m a l l y p l a n n e d a n d / o r
predicted situations. Thus the importance of the operator has
sh l f ted f r o m being a manual cont ro l le r to b e c o m i n g more of a
systems manager and supervisory controller. At the same t ime,
the use of advanced informat ion technology in the control room
and its potential impact on human-machine system capabilities
piaces additional demands on the designer.

This report deals with work carried out to describe the plant-
operator re la t ionship in order to sys temat ize the design and
evaluation of suitable information systems in the control room.
This design process starts w i th the cont ro l r e q u i r e m e n t s f r o m
the plant and t r ans fo rms them into corresponding sets of
de c i s i o n - m a k i n g tasks w i t h a p p r o p r i a t e a l l o c a t i o n of
respons ib i l i ties betv/een c o m p u t e r and operator . To fu r the r
e f fec t iv ize this cooperation, appropriate information display
and accession åre identified.

The conceptual work has been supported by experimental studj.es
on a small-scale simulator.

INIS Descriptors. COMPUTERIZED SIMULATION; CONTROL ROOMS; DIS-
PLAY DEVICES; HUMAN FACTORS; INFORMATION NEEDS; MAN-MACHINE
SYSTEMS; NUCLEAR POWER PLANTS; PLANNING; SYSTEMS ANALYSIS.

This report forms part of the safety programme sponsored by NKA,
the Nord ic Liaison C o m m i t t e e for A t o m i c Energy , 1981-5. The
pro j ec t work has been part ly f inanced by the Nordic Council of
Ministers.
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PREFACE

The safety of nuclear power, as for other conplicated industrial
processes, depends on the accurate and timely execution of
plannlng and operational tasks. However there is always the
possibility that human malfunctions either directly or indi-
rectly will initiate an unwanted course of events. The general
aim is then to decrease the probability of human errors as well
as increase the probability of their detection and correction.
In principle this is possible through a careful task design and
by giving the human operators appropriate training. In prac-
tise, one also has to consider the tools provided for aiding the
operator and the operational organisation provided. All of these
aspects have been addressed in the Nordic NKA/LIT programme
during the period 1981 to 1985.

The Nordic LIT research programme has especially addressed the
following questions:

- human errors in test and maintenance (LIT-1)

- safety-oriented organisations and human reliability (LIT-2)

- computer-aided design of control rooms and plant
automation (LIT-3.1)

- computer-aided operation and experimental evaluation
(LIT-3.2 and 3.3)

- planning and evaluation of operator training (LIT-4)

The fields of activity were based on the results and experience
from an earlier Nordic cooperation (Wahlstrom and Rasmussen
(1983)

The Nordic LIT programme has involved a total effort of about 40
person-years of qualified researchers in Denmark, Finland, Nor-
way and Sweden. The programme has been financed partly by the
Nordic Council of Ministers and partly by national funding. The
LIT project was initiated by the Nordic Liaison Committee for
Atomic Energy as part of the Nordic cooperation in the energy
production field.
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The following organisations have been financially and/or pro-
fessionally involved in the LIT programme:

Risø National Laboratory, Roskilde, Denmark

Technical Research Centre of Finland, Espoo, Finland

Institute for Energy Technology, Halden, Norway

Swedish Nuclear Power Inspectorate, Stockholm, Sweden

Swedish State Power Board, Vallingby, Sweden

The LIT programme is reported in the following final reports:

The human component in the safety of complex systems; LIT
programme summary report, NKA/LIT(85)1.

Human errors in test and maintenance of nuclear power plants
- Nordic Project work; LIT-1 final report, NKA/LIT(85)2.

Organization for safety; LIT-2 final report, NKA/LIT(85)3.

The design process and the use of computerized tools in
control room design; LIT-3.1 final report, NKA/LIT(85)4.

Computer aided operation of complex systems; LIT-3.2 & 3.3
final report, NKA/LIT(85)5.

Training diagnostic skilis for nuclear power plants; LIT-4
final report, NKA/LIT(85)6.
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T h. e. LntiodactLon of. compu.te.i4 La pioce.44 contioL ka4 Lnf.tue.nce.d
tke. po 44Lb LLLtLe.4 f.oi tke. pie.4e,ntatLon o f. Lnf.o imatLon Ln tka
contio-i ioom4 of. Lndu.4tiLaL pLant4 - pLant4 uikLck tke.m4e.-Lve.4 aie.
be.com.Lng. moie. ce.ntiaLL%e.d and comp-iex. ivLtk aie.ate.si pote.ntLaL
iL4k Le.ve.LA. Howe.ve.1, today.'4 dL4p-Lay,4 aie. 4tLLL to a aie.at
de.a/Le.e ba-4&d on LnadLtLonaL app/ioac.h.e.4 wfi&sie. eacA 4e.n^oi Ln thø.

pLant LA ie.pfie.4e.nte.d by. LtA own LndLcatoi Ln tke. contioL /ioom.
l h.L4 ALtU-atLon Aee.m.4 LnaompatLbLe. wLth. tke. Lnc.x.e.a4e.d awasie.ne.4.4
o f. tne. pote.ntLaL e . f - f - e . c . t ^ o f. human C Æ ^ Z O / I on pLant ^af.e.ty.. y e.t
Lmp/ioved app/ioach.e.4 to LnjLoimatLon p/ie.4e.ntatLon and compu.te.i-
aLded -iu.ppofi£_ to tne. pLant ^ t a j L f . Ln conn&ctLon wLth. opeiatLon
and maLnte.nance. a/ie. now be.com.Lng. avaLLabLe..

3n addLtLon, compu.te.i4 aie. b&Lng, Lntiodu.ce.d Ln tke. de.-iLan pka^e.
of. th.e.4& p-Lant^. AA a ie.4u.Lt, d&^Lan data ba-se.4 aie. b&Lng.
e.4tab-LL4ne.d wkLck aL-io wL-L-L b e. of. g.ie.at vaLue. duiLng. tke.
ope.iatLonaL pka^e.4 Ln connectLon aiLtk pLannLna, wiLtLng. o f.
pioce.duie.4, iLdk manag.e.me.nt, e.tc.

Advance.d techno-ioay. ha-o tke e.f.f.e.ct tkat Lndu.4tiLaL 4y.4te.m4 aie
b e.c o m Lng. m o n. e. k L g. k L y. auto mat e. d end do not n. e. L y, o n h. u m an.

Lnte.ive.ntLon f.oi tke contioL of.. noimaLLg. ptanne.d and piedLct&d
4Ltu.atLon4. Hoive.ve.i, tke. ba4L4 of. e.x.L-ot&nce jLoi tke.4e. 4y.4te.m4
L4 4tLLL tke. op&iatLng. 4taf.f. ivkLch ka4 to maLntaLn tke. ne.ce.44aiy.

condLtLon4 f.o/i 4atL4f.actoiy. ope.iatLon. l ke. 4 t a f . f . ha4 to cope.
uiLtk aLL tho4& ta4k4 wkLch. kave. be.e.n badLy. 4tiuctu.ie.d a4 we.LL a4
tke. unf.oie.4e.&n e.ve.nt4 and dL4tu.ibance.4 Ln tke. 4y.4te.rn. J ku. 4 tke.
Lmpoitance. of. tke. ope.iatoi ka4 4kLf.te.d f-iom be.Lng. a manaa-L
contiotte.i to be.com.Lng. a -t^^tem-4 manag.e.Ji and pJiob-Le.m -4oJ.veJi.
He.nce. tke. te.im 4u.pe.n.vi4O/iy. contsioJ. ka4 be.come. a jLamLLLai Labe.L
f.oi tke. ope.iatLng. 4taf.f.'4 ove.iaLL f.unctLon.

l ke. coiie.4pondLng, ie.ductLon Ln tke. opeiatoi4' dLie.ct LnvoLve.n>e.nt
Ln pLant contioL can Le.ad to a de.te.iLoiatLon Ln tke.Li "hand4-on
f.e.e.L" ie.g.aidLng. pLant be.kavLoi. TkL4 may. ie.du.ce. tkeLi capabLLLty.
to ie.4pond to unf.amH.Lai 4LtuatLon4. Uou>e.ve.i ope.iatoi4 today.

aie. of.ten moie. kandLcappe.d by. tke. Lack of- ade.au.ate. Lnf.oimatLon
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pioce.44Lng. and dL4p-iay.. TkL4 can af.f-e.ct the.Li decL4Lon makLna
•in c-n.LtLc.a.Å. 4LtuatLon4 - de.cL4Lon makLna whLch cLe.pe.nd4 on a ba-L-
ance. be.twe.e.n the- ope.Jiatoi4' Ln4Lg.kt Lnto de.4Lg.n Lnte.ntLon4,
tke.Li p-Lant knouu-ie.dae, &x.pe.siLe.nce. and tke f.unctLonLna of. tke.
au.toma.tLc. c-ontio-i 4y.4te.rn f.unctLonLna.

O n. pooiLy. de.4Lane.d 4y.4te.n4, conf.-LJ.ct4 aie. an e.ve.1 pie.4e.nt
dang.e.1. 3n u.nf.amL-LLai and cn.LtLc.a-L 4LtuatLon4, tke. nu.mbe.1 of.
Lnvo-Lve.d pe.i4on4 and g.iou.p4 can Lnc.ie.a4e. diamatLca-L-Ly., and he/ie.
tke de.cL4Lon-makLna e.nvLionme.nt can quLck-iy. be.come. uncooidLnate.d
and f-iaame.nte.d wLth. Lnade.qu.ate. LnjLoimatLon e.x.chanae. and
u.nde.i4tandLna.

Mod&in LnjLoimatLon t e. ch.no Lo g. y. can ne.tp me.e.t 4af.e.ty aoaJ.4 and
ie.du.ce. tke. pote.ntLa-L e.f.f.e.ct of. human e.iioi4. Tke. LntioductLon
o f. tnL4 te.ch.no to a^ Ln tke. contiot loom. ie.QU.Lie.4 a 4y.4te.rn.atLc
de.4Lan appioack. 3t L4 Lm.pe.iatLve. thai de.4Lg.ne.i4 have. an Lm-
piove.d unde.i4tandLna of. the. actuat ta4k de.mand4 40 a.4 to b e. abLe.
to piovLde. appiopiLate. LnfLoimatLon 4u.ppoit to tke. ope.iatLn§.
4taf.f_. TkL4, Ln tam, make.4 Lt mandatoiy. tkat 4uLtab-ie. mode.J.4
01 Jie.pie.4e.ntatLon.4 of. human capabLLLtLe.4 and LLmLta.tLon4 be. made.
avaLLabLe. to de.4Lg.ne.i4. l ke.4e. wLJ.J. auLde. the.Li attocatLon4 of.
ta.4k.4 te ope.ia.toi4 and compu.te.14 a4 iue.L-L a4 the.Li LmpJ.e.me.ntatLon
o f. 4pe.cLf.Lc 4u.ppoit . f.acL-LLtLe.4.

Jn tkL4 NKA/LJT pio$.e.ct, a conce.ptu.aL ba4L4 ha4 be&n de.ve.tope.d
f-o/L compute.i-aLde.d. ope.iatLon and 4upe.ivL4Lon of. compLe.*. Lndu.4-
t/iLa-l pioce.44 pLant4. TkL4 bu.L-i.d4 to a g.n.e.at de.aie.e- on the.
avaLLabL-LLty. of. tke oiLaLnat de.4Lan data ba4e. Ln oide.i to 4up-
poit tke. ope.iatLng. 4taf.f. wLtk Lnf.oimatLon on oiLaLna-L de.4Lan
Lnte.ntLon.4 and pLant pe.if.oimance. data. The.4e. wL-L-L be u4e.f.u-L
u>ke.n dL4tu.ibance.4 01 othe.i anomaLLe.4 occui wkLck mLakt ie.qu.Lie.
devLatLon4 f-iom noimaL piactL4e and wke.ie Lt L4 Lmpoitant to
have. Ln4Lakt Lnto tke. ba4L4 f.oi tke. oiLaLnaJ. de.4Lan de.cL4Lon4.
l h. e. avaLLabLLLty. o f. tkL4 data ba4e. wL-L-i a-L-^o Ln4uie. tkat modLf.L-
catLon4 can be. made. on tke. ba4L4 of. u.4e.i e.'x.pe.iLe.nce. whL-le. 4tLLL
ie.4pe.ctLna otke.i c.on4tiaLn.t4 and -LLmLtatLon4, Lnc-LudLng, tko4e. of.
tke. oiLaLnat de.4Lan.
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The. pioj.e.ct woik LncLude.d tuio J.i.ne.4 o f. endeavosi. l k e. fLLi4t
aLme.d at a f.oima-L de.4ciLptLon of. the. p-Lant-ope.iatoi ie.LatLon4hLp
whLLe. the. -4ec.on.rf con4L4te.d of- an e.'x.pe./LLm.e.nta-L Lnve.4tLg.atLo n of.
4ome. of. the conc&ptua-L Lde.a4.

WLth ie.aaid to the. f L L / L 4 t ; the. de.4J-g.n ob^ectLve. L4 to a.chL&ve. a
aood match 01 f.Lt be.ta>&e.n the. ie.quLie.me.nt4 tkat tke. p/ioce^^
(powe./i station, che.mLc.a-i p-Lan.t) Lm.po^e.4 foa psiodu.cti.ve. and 4 d f &
contfio-i AND the. abL-LLtLe.^ and ie.4ou.ice.4 of. the. tota-L ope.iati.on.aA.
ssy.Jtem fLncl_u.dLng. the. ope.iatoi4 and the. automat-ic compute./i siy.4-
te.m.1 to me.e.t the.4& fie.qu.Lsie.m.e.ntA. Jt sttiou-id b e. obvLou.4 that
the.te. L^ no ^-LrLa-Le. ^o-iutLon to thj.4 que.-it. T tie. p/ioj.e.c.t Jte.4u-ite.dL
•in. a 4y.4te.mati.c. approach. whLch L-s -Log.Lca-1. and w&-L-L-4t/iuctusie.d
and wi_J.-l a4-$i.4t de.4Lane.i-4 Ln avoLdLna an unba-ianced ie.4u.-Lt whLch.
ie.jL-Le.ct4 Ln4ujLf.Lc-Le.nt atte.ntLon to a-L-L o f. the. e.-i.e.me.nt4 whLch
con.4 tLt u.t c an Lnte.aiate.d haman-machLne. 4y.4te.rn. ThL4 L4

Lmpoitant uihe.n the. pot&ntLa-L f.oi iaie. and iL4ky..
4Lmu-Ltane.ou.4-Ly. wLth conce.in about the. 4&n4LtLvLty.

o f. p-Lant pioductLv Lty. and 4af.e.ty. to human e.iioi4. 5omc o f. the.
ba4Lc Lde.a4 aie. de.4ciLbe.d Ln the. fo-i-LowLna.

3n the. pioj.e.ct, the. te.chnLca-L contioL ie.quLie.me.nt4 a4 4e.e.n f.iom
the. pioce.44 4Lde. we.ie. anatu^nd and de.4cnLbe.d, Ln paitLcuLan. wLth
ie.aaid to the. manaae.me.nt of p-Lant fLautt4 and dL4tuibanc&4. ThL4
ana-Ly.4L4 of. the. t&chnLca-L pioce.44 wL-L-L Le.ad to Lnf.oimatLon about
puipo4&, functLon and Lmp-Le.me.ntatLon at vaiLou4 -Le.ve.L4 of. p-Lant
de.4 ciLptLo n w hLch L 4 con4L4te.nt w Lth the. n e. e. d 4 o f. the.
ope.iatLona-L -itaff.

l he. ie.4uJ.t4 o f. thL4 ana-Ly.4L4 make.4 Lt po44LbLe. to f-oimuLate. the.
ie.4u-LtLna de.cL4Lon-m.akLna 4e.que.nce.4 whLch have. to take. pLace. Ln
e.x.e.icL4Lna the. ne.ce.44aiy. p-Lant contiot. Ex.amp-Le.4 of. e.Le.me.nt4 Ln
the.4e. 4e.que.nce.4 aie. de.te.ctLon, 4tate. Lde.ntLf.LcatLon, e.va-LuatLon,
choLce. of. aoaL, p-LannLna of. ie.4ouice. utL-LL4atLon, ta4k e.K&cutLon
and monLtoiLng. of. ie.4uJ.t4. The.4e., Ln tuin, have. to be dL4-
tiLbute.d duiLna the. de.4Lg.n be.twe.nn the. ope.iatLonaL te.am and the.
com.pute.fi 4y.4te.rn Ln a way. whLch -Le.ad4 to a 4uppoitLve. paitne.i
ie.LatLon4hLp Ln4te.ad of. a corr,.pe.tLtLve. conf.-LLct. CiLte.iLa foi

aLLocatLon cou-Ld Lnctude. ie.g.uLatoiu con4Lde.iatLon4, avaLLabLe.
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Qe.ne.iLc. NucLeai PLant (QNP1 wa4 deveLoped and utLLLg.e.d Ln botk
De.nnaik and Noiwau. Jn addLtLon, C/NI3 ka4 aLie.ady. be.e.n e.x.poite.d
to 4e.ve.iaL coLLe.ag.ue.4 abioad f.oi u4e. Ln 4LmLLai ty.pe.4 of.
ie.4e.aich..

Jn e.44e.nce., QMP L4 a 4Lm.uLatLon of. a pie.44uiLg.e.d-ivate.i ie.ac.toi-
LLke. pLant Lnto uikLck vaiLou4 ty.pe.4 of. f.auLt4 can be. Lntioduce.d.
Ope.iatoi4 an.e. caLLe.d upon to cany. out ce.itaLn de.cL4Lon-mak.Lng.
ta4k4 whLch aie. ie.a4onab Ly. ie.aLL4tLc ie.pLLca4 f.iom ie.aL-LLf.e.
4LtuatLon4. l he LJ 1 3 e.x.pe.iLme.nt4 u>e.ie. aLme.d at te.4tLng. tke.
4uLtabLLLty o f. vaiLou4 co rn.pute.i- ba4 ed dL^pLay. ty.pe.4 f.oi

the.m Ln cany.Lng, out tne.4e.

Tku4, f-oi e.x.ampLe., tke. pe.if.oimance of. U4e.i4 uia4 4tudLe.d duiLng, a
ta-ik to Ld&ntLf.^ tke. 4tate. of. tke. pLant. Tke LnjLoimatLon u>a4
f.oitnuL.ate.d and dL4pLay.e.d Ln jLunctLonaL te.im.4 de.4ciLbLng, tke.
ba4Lc ma.44 and &n.e.iay. f.-low4 and -4tate* Ln tke pLant. TkL4 tupe.
of. LnjLoimatLon L4 noinaLLy. not avaLLabLe. Ln todag.' 4 contioL
ioom.4 a/kLck mo4t-Ly. utLLL^e. 4o-caLLe.d mLmLc dLaaiam.4 of. e.quLpment
com.pone.nt4 and tke.Li Lnte.iconne.ctLon4. 3t can be. note.d tkat tke.
4LtuatLon 4ee.m4 to b e. ckanaLna - paitLy, a4 tke. ie.4uLt of. tke.
Lde.a4 ae.ne.iate.d Ln th.L-4 pioj.e.ct.

Tke. ie.4U.Lt4 LndLcated tkat, wLtk 4uLtabLe. tiaLnLng. and piactL4e.,
U4e.i4 can Le,ain to 4e.aick f.oi and utLLL^e Lnf.oimatLon about tke.
pLant uikLck L4 otke.i than conve.ntLonaL e.quLpme.nt-ba4e.d. TkL4 L4
e.nco uiaaLng. Ln tke. LLaht of. tke. convLctLon4 4tate.d e.aiLLe.1 tkat
ope.iatoi4 kave. ne.e.d f.oi Lnf.o/imatLon about tke. pLant uikLck ka4 to
do wLtk Lt4 puipo4e.4 and f.unctLon4 a4 ive.LL a4 pky.4LcaL
equLpme.nt. £.ach ka4 Lt4 pLace. Ln tke. totaL ie.pe.itoLie. o f .
te.cknLcaL 4uppoit f.e.atuie.4 wkLck 4kouLd be. made. avaLLabLe..

lo -dum up tke. 4e.cond actLvLtu, tke. pioj.e.ct e.4tabLL4ke.d a te.4tbe.d
f.oi compute.i-ba4e.d 4uppoit e.vaLuatLon. TkL4 f.acLLLty. 4kouLd not
b e. compai&d wLtk otk&i f.uLL-4cope. tiaLnLng, 4LmuLatoi4. J t4
f.e.a4LbLLLty. f.oi 4tuduLna 4e.Le.cte.d L44ue.4 ka4 be&n te.4te.d. A 4e.t
o f. ma44 and e.ne.ig.y. dL^pLay.4 wa4 U4e.d to LndLcate. tke. f.unctLonaL
Lnte.iie.LatLon4kLp4 wLtkLn tke. 4LmuLate.d pLant. C/NP wLLL now be.

U4e.d f.oi 4tudLe.4 of. tiaLnLng., tke. loLe. o f. e.Kpmt 4y.4te.m4,
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Lnte.aiate.d dL^pLau 4e.t4, Lnf.oimatLon ie.tiLe.vaL, etc. Ln paiaLLe.L
tuLth contLnued conce.ptuaL 4tudLe4 de.aJ.Lna wLth de.4ig.n f.on. e.n.ion—
toJ-e.Jia.nt ope.n.a.tLon.4.

To conc.J.u.de., LJT3.2 on compute.i-aLde.d ope.iatLon of. compLex.
•4y.4te.m4 and L3T3.3 on te.4tLna and avaJ.uai.Lon, de.aLt wLth the.
dejLan and evaLuatLon of. human- machLne. 4y.4te.m-i f.oi U4& Ln the.
ope.iatLonaL pka-te. of. a pioce.44 pLant l nu.cLe.asL, ch.e.mLcaL,
dL-4t/iLbutLon, e.tc.1 wke.n the. ope.iQ.tLna j t a j L f . take-4 ove/i the
pLant. At thL-i poLnt the. 4taf.f. 4tiLve.4 on the ba^L* o f . the
de-iLve^ied de^Lan tog.e.the.1 iL-Lth accuniuLated e.'x.pe.iLe.nce. to
maLntaLn -iajLe and p/iof.LtabLe pLant pe.if.oim.ance..

The. backaiound f.oi the. pioLe.ct'* concmn wLth. thL* piobLe.m.
4e.e.n Ln tuio jLeatuie* whLch cnaiacte.iL%e. the. cuiie.nt te.ch.noLog.L-
caL de.ve.Loprne.n.t. The. f.L/L*t wa* ie.f.Le.cte.d Ln the. tie.nd* totuaid*
Lncstea-iLng. com.pLe.'x.Lty. and ce.ntiaLL-4atLon of. te.chnLca-1 and Lndu-t-
tiLaL ALL4te.m.4. Such tie.nd-t can Le.ad to pote.ntLaLLy. diattLc
con^e.que.nce.4 a-i the. ie.-tuLt of. - ( Ln the.rn.4e.Lv e.*) - natuiaL and
unLnte.ntLonaL human maLf.unctLon-4. The. othe.i wa-t the auLvaL of.
advance.d Lnf-oimatLon te.chnoLoay. whLch ha-t and wLLL have. aie.at
Lnf.Lue.nce. on the f.oin and content of. humari-iuoik Lnte.iactLon*

y n. the. pie^ent conte.x.t, the.*e de. v e.Lopm e.nt* 4LanLf.y. that
paitLcuLai att&ntLon mu^t b e. paLd to e.n-4uiLna that the.
pote.ntLaLLy. ha%aidou-i "iaie e.ve.nt" can be. de.aLt wLth. 3n tuin,
thLsi ie.quLie.4 a de^Lan 4tiate.g.g. that take-i Lnto account the
capabLLLtL&i and LLmLtatLon-t of. the. human ope.iatoi a-4 u> e.LL a^i
the. compute.i 40 that a we.LL-baLanced toLutLon can be n.e.aLL%e.d.
De.-iLane.i4 have to pay attentLon to the actuaL ta-tk-i to be.
pe.it-oim.e.d and the. po-i^LbLe. Lnf.oimatLon pioce.44Lna <stiate.aLe.4
whLch can be emp-ioued a* we.LL a-4 the. e.iioi me.chanL<4m.4 whLch can
b e. LnLtLate.d. l hL4 L4 the. onLy. tvau to en-tuie. that AuLtabLe
f.acLLLtLe.4 wLth appiopiLate. dL^pLau-i and contioL-t combLned wLth
piope.i tiaLnLng. can be. LmpJ.eme.nted -40 that de*Lan LntentLonst can
be. ieaLL$.e.d Ln piactLte..

l he. achLe.veme.nt of. the.4e aoaj.4 ie.quLie4 a contLnuLng. ie.4e.aich
e.f.f.oit and the. NKA/LJT pioaiam ha* been an Lmpoitant 4uppoit f.oi
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thL4 wo4k. Howe.ve.4 app4opn.La.tz coupJ.Lno.4 to Lndu4t4u a.4& needed
f-O4 te.4ti.ng, and e.vaJ.uatLon o f. the 4e.4uJ.t4, Jndeed 4ome o f. the
tooJ.4 and i.de.a.4 whLch have. been de.ve.J.0pe.d du.4i.no. the. p4oj.e.ct
have. aJ.4e.ady. be.e.n utLJ.L^.e.d bu. Lndu4t4u.. The. J.i.ne. of. 4e.4e.a4ch i.4
e.'x.pe.c.te.d to contLnue. du.4i.na the. ne.'x.t NKA p4og,4am. The. 4e.4uJ.t4
of. wo4k Ln cL4ti.jLJ.ci.aJ. i.nte.J.J.i.ae.nce. (a4 e.'x.e.m.pJ.i.f.Le.d bu. the. many.
4e.ce.nt 4e.f.e.4e.nce.4 to ex.pe.4t 4y.4tem.4l uiLtJ. be. Lnte.g.4ate.d wLth the.
p4e.vi.ou4 u>o4k to 4uppo4t the. i.nte4actLve. de.cL4i.on makLna uihLch,
f.04 e.'x.am.pJ.e., L4 the. ba4L4 f.O4 an e.f.f.ectLve e.me4ae.ncy. manaae.me.nt
p4oce.44.
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DANISH SUMMARY

Risikoen for uheld i kraftværker og industri stiger i takt med,
at udviklingen går i retning af større og mere komplekse anlæg.
Men samtidig har højt udviklet computerteknologi skabt bedre
muligheder for proceskontrol, så operatørerne kan få god besked
om anlæggets tilstand.

Kontrol teknologi er dog i dag oftest baseret på traditionelle
metoder, hvor hvert målested i anlægget er representeret med sin
egen indikator i kontrolrummet. En sådan kontrol er næppe i
stand til at tage højde for menneskelige fejl i uheldssituatio-
ner.

Derfor udvikles nu forbedrede metoder med støtte fra moderne
computere til hjælp for personalet ved drift og vedligeholdelse
af komplekse anlæg. Computersystemerne bliver anvendt allerede i
planlægningsfasen af kraftværker og industri, og de databaser
som opbygges under planlægningen, vil derefter kunne udnyttes
under driften, f.eks. til planlægning, udarbejdelse af instruk-
ser, risikokontrol.

Under normale driftsforhold er automatiserede industrielle sy-
stemer forholdsvis uafhængige af menneskelig indgriben. Operatø-
rerne må dog til stadighed overvåge, om betingelserne for sikker
drift er til stede og gribe ind ved uforudsete forstyrrelser i
produktionsprocessen. Operatørens rolle har således ændret sig
fra at være manuel kontrollør til at være problemløser og til-
synsførende .

Operatørerne har derfor ikke i samme grad som tidligere "finge-
ren direkte på pulsen", hvilket kan betyde en forringet evne til
at gribe ind i uforudsete situationer.

Mere afgørende er det imidlertid, at operatører handicappes af
mangler i den måde, hvorpå oplysninger om anlægget præsenteres.
Det kan svække beslutningerne i en kritisk situation, hvor
operatørens handlemåde er afhængig af hans forståelse af tanke-
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gangen bag systemets opbygning og det automatiske kontrolsystems
funktion.

Er det industriel le system uhens ig tsmæss ig t u d f o r m e t , kan der
være en indbygget fare for uheld , og bes lu tn ingsprocessen i en
kritisk situation kan hurtigt blive forvirret og usammenhængen-
de, også fordi antallet af medvirkende ofte øges drastisk.

Moderne informationsteknologi kan reducere muligheden for menne-
skelige fejl. Men før den nye teknologi indføres i industrielle
kontrolrum, er det nødvendigt, at anlægskonstruktørerne opnår en
bedre forståelse af de gældende arbejdsforhold under dr i f t , så
de kan forsyne operatørerne med alle relevante oplysninger.

Opgaven kan kun løses, hvis kons t ruktørerne får adgang til
egnede modeller, som beskriver driftspersonalets kunnen og be-
grænsninger. Det vil sikre den rette fordeling af opgaver me l l em
operatører og computersystem.

I dette NKA-LIT p ro jek t er der udviklet et grundlag for compu-
terstøttet drift og kontrol af komplekse anlæg. En forudsætning
for at bruge metoden er, at operatøren har adgang til den origi-
nale database, som er benyttet i opbygningsfasen. Hermed opnår
operatøren viden om de oprindelige hensigter med anlægget og
detc funkt ion. En sådan viden er ny t t ig , når der ind t ræf fe r
afvigelser fra normal d r i f t . Adgang t i l databasen vil også
sikre, at ændringer, som gennemføres på baggrund af driftserfa-
ringer, tager hø jde for de begrænsninger, som ligger i det
originale design af anlægget.

Projektet havde to hovedformål. Det første var at nå frem til en
systematisk beskrivelse af samspillet mel lem operatør og anlæg.
Det andet mål var en eksperimentel undersøgelse af nogle af de
implikationer af det mere formelle arbejde.

Projektets første del: Formålet med anlæggets opbygning er at
opnå god overenss temmelse m e l l e m på den ene side de krav, som
processen i kraf tværker og kemisk indus t r i s t i l ler til høj
produkt ion og s ikkerhed og på den anden side de resourcer , som
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er til rådighed for d r i f t og kontrol - herunder operatør og
computere.

Skønt det er klar t , at der ikke findes nogen enkel løsning,
viser projektet en systematisk metode til at vurdere samspillet
mellem anlæg og operatør. Metoden er logisk og godt struktureret
og vil hjælpe systemarkitekter til at undgå fej l i planlægnin-
gen, særlig de fejl, som skyldes mangel på opmærksomhed på alle
de e l emen te r , der indgår i et integreret menneske-maskine sy-
stem.

Denne metode er især v igt ig , når der er mul ighed for sjældne
uheld, som til gengæld kan have alvorlige konsekvenser.

I projektet analyseres de krav, som processen stiller med hensyn
til kontrol med specielt sigte på, hvordan forstyrrelser og fe j l
behandles under driften. En analyse af hele den tekniske proces
vil give egnede oplysninger om formål og funktion på forskellige
niveauer i anlægget.

Analysens resultater gør det mul ig t at fo rmule re de enkel te
t r in, som indgår i beslutningsprocessen under kontrol len med
anlægget, f.eks. opdagelse af en forstyrrelse, bestemmelse af
problemets karakter, valg af løsningsmodel, fornuftig udnyttelse
af de givne resourcer, udførelse af a rbe jde t og overvågning af
resultaterne.

Beslutningsprocessens delelementer må under planlægningen af
anlæggets k o n s t r u k t i o n f o r d e l e s m e l l e m o p e r a t ø r e r o g
compute r sys tem på en måde , så der opstår et afbalanceret
p a r t n e r s k a b . K o m m u n i k a t i o n e n m e l l e m o p e r a t ø r e r n e o g d e t
støttende computersystem er af fundamental betydning.

For at beslutningsprocessens forskellige dele kan udføres bedst
muligt , må både operatører og computersystem være i stand til at
arbejde med forskellige strategier. Hver strategi har bestemte
karakteristikker som f.eks. arten af de nødvendige observatio-
ner, hvi lken viden om processen, der behøves, og de fø lger som
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bestemte uheld vil føre til. Krav og strategier må være flek-
sible og skal kunne tilpasses til operatørernes behov og ønsker.

Når et stort anlæg planlægges bør man trække på forskning inden
for den kognitive psykologi, der beskriver menneskelig tanke-
gang samt indsamling og behandling af viden. Hermed kan man
sikre, at menneske-maskine systemer bliver tolerante overfor
fejl. Det vil sige, at operatøren kan gennemføre en kontrol
samtidig med, at han får mulighed for at opdage egne fejl og
rette deri.

Sammenfattende kan man sige, at projektets første del har resul-
teret i et grundlag for at etablere egnet computerstøtte til
driftspersonalets overordnede kontrolfunktion.

Projektets anden del: En eksperimentel afprøvning af dele af de
modeller for samspillet mellem menneske og maskine, som blev
studeret i projektets første del. Til det formål udvikledes en
såkaldt Generic Nuclear Test Plant (GNP), som er en simulering
af en trykvandsreaktor. GNP er udviklet og anvendt i Danmark og
Norge og siden eksporteret til forskere i udlandet.

Forskellige typer fejl kan kodes ind i modellen, og operatører
deltog i eksperimentet ved at træffe beslutninger, som er rirre-
ligt realistiske i forhold til lignende situationer i det virke-
lige liv. I eksperimentet undersøgte man egnetheden af forskel-
lige computer-genererede displays, som skulle støtte operatører-
ne i at udføre deres opgaver.

Operatørernes handlemåde blev studeret under deres arbejde med
at fastslå anlæggets tilstand. Oplysningerne om anlæggets til-
stand blev præsenteret i form af grundlæggende strømme af masse
og energi i anlægget.

Denne type information er normalt ikke til rådighed i et kon-
trolrum i dag. Oftest anvendes procesdiagrammer over de enkelte
komponenter og deres indbyrdes forbindelser. Situationen ser dog
ud til at blive forandret nu - delvis på grund af resultaterne
af dette projekt.
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Resultaterne tyder på, at operatørerne efter en passende uddan-
nelse kan lære at anvende en sådan i n f o r m a t i o n , som går videre
end bare at beskrive tilstanden i et kraftværks enkelte kompo-
nenter. Resultatet er opmuntrende i lyset af vor overbevisning
om, at operatører ikke blot har brug for viden om et anlægs
fysiske udstyr, men også viden om dets funktion og formål.

Følgende kan konkluderes: Det ka tas t ro fa le , men meget s jældne
uheld, som kan indtræffe i komplekse anlæg, blandt andet på
grund af menneske l ige f e j l , må kunne håndteres sikkert . Det
kræver, at planlægning og opbygning af store industrielle anlæg
og kraftværker tager højde for evner og begrænsninger hos både
den menneskelige operatør og computersystemet. Planlæggeren må
være opmærksom på aktuel le arbejdskrav , mul ige strategier for
behandling af information, og muligheder for fejl . Således kan
man opnå velafbalaneerede løsninger, der skal kombineres med en
god uddannelse for at sikre, at målsætningerne føres ud i prak-
sis .

En for tsa t forskningsindsats er nødvendig , kombine re t med et
udstrakt samarbejde med industrien, som nu er begyndt at bruge
nogle af de metoder, som er udviklet gennem projektet.

I et k o m m e n d e NKA-program vil det være m u l i g t at integrere
udviklingen af "kunstig intelligens"-computere som f.eks. eks-
per t sys temer i de nuværende resul tater . Herved vil der kunne
skabes et grundlag for effekt iv beslutningstagen i nødsituatio-
ner på komplekse anlæg.
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INTRODUCTION

The NKA/LIT project on human reliability included several
activities which dealt with the incorporation of appropriate
computer aids during various phases of the life-cycle of a
complex industrial plant. A separate report from the LIT3.1
project describes the work done on computer-aided design
approaches for plant monitoring, control and safety systems
while this document focuses on the complementary problem area of
computer-aided operations - as seen both from the conceptual as
well as from the experimental and evaluation points of view.
The relationship between the design and operation projects can
be seen in Fig.4-1.

DESIGN
INTERFACE

OPERATOR
INTERFACE

DESIGNER

iPERATING
STAF F

:ONSTRUCTION MODIFICATIONS^——

FIGURE 4-1
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Thus the LIT3.2 project on computer-aided operation of complex
systems dealt w i t h ways and means of assist ing the operat ing
staff in their task of taking over the plant and striving for
stable and safe operation over its l i f e t i m e - on the basis of
the del ivered design (and design database) together w i t h
accumulated experience and in the face of revised requirements
f r o m m a n a g e m e n t and /o r r egu la to ry a u t h o r i t i e s , e tc . In
particular, there was an interest in establishing a conceptual
basis for us ing c o m p u t e r - b a s e d aids in order to suppor t
operators and other members of the staff in dealing wi th the
operational and planning problems which could arise.

The LIT3.3 pro jec t concerned i tself wi th exper imenta l testing
and evaluation of some of the ideas resulting from this work.

As regards the organisation of these two activities, LIT3.2 was
carried out by the Risø National Laboratory in Denmark whi le
LIT3.3 was the primary responsibility of the OECD Halden Project
in Norway. In practise, the experimental work was carried out
in close cooperation between the two institutes.
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PROBLEM CONTEXT

A s i m p l i f i e d representat ion of the e lements that make up the
total of a lmos t any system is shown in Fig.5-1. At the center
of the representa t ion is the object system which wi l l produce
the e lec t r ic power , the beer , the oil OR furn ish the desired
transportation, data processing, communication, etc. In close
p r o x i m i t y to this system åre the tasks which have to be
performed in order to properly, safely and effectively control,
steer , man ipu la t e , repair , m o d i f y , replenish the system. To
p e r f o r m these tasks, it is necessary to provide a suitable
c o m b i n a t i o n of sui tably q u a l i f i e d people equipped w i t h
appropr ia te sets of aids. It should be clear that these aids
can encompass everything from a pencil to an automated control
system. In add i t ion , this inner group of sys t em, people and
aids has to function in a given working environment and within
the conf ines of a given organisatlonal structure. Added
pressures and constraints issue from the demands from society,
(e.g., regulatory authorities) and, not least, from the goals
and a t t i tudes of top management. Some of these prob lems have
been dealt w i t h in parallel LIT act ivi t ies - see the f inal
reports from LIT1 on Human Errors in Test and Maintenance, LIT2
on Sa fe ty O r g a n i s a t i o n and H u m a n R e l i a b i l i t y , LIT3.1 on
Computer-Aided Design of Control Rooms and Automation Concepts
and LIT4 on Planning and Evaluation of Operator Training.

In order to treat the requi rements for and the design of
compa t ib l e aids for the operat ion of complex sys tems , it is
necessary as part of the total design process to take all of
these elements into consideration or else risk the danger later
of serious and costly modificat ions. E.g., the Danish Air Force

now restricts its candidates to a maximum height and weight in
order to ensure that they can fit into the cockpi t . Ear l ie r
horror stories have indicated less than adequate consideration
of human dimensions during design with the result that equipment
could not be utilized and/or maintained. The situation is more
c o m p l i c a t e d today where the emphas is is on human cogni t ive
abil i t ies rather than physical dex te r i ty or manual control
expertise.
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Figure 5-1
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This is related to the faet that technical systems åre becoming
highly automated and do not rely on human intervention for the
control of normally planned and predicted situations. However,
the basis of existence for these systems is still the operating
staff which has to maintain the necessary conditions for
satisfactory operation and to cope with all the badly structured
and often unforeseen events and disturbances in the system.
Thus the importance of the human as a systems supervisor and
problem solver rather than a manual controller is now recognized
as an essential factor. However the corresponding reduction in
the operatørs1 direct involvenient in plant control can lead to a
deterioration in their "hands-on feel" regarding plant behavior.
On the other hånd, the operators åre often more handicapped by
the lack of adequate information processing and display to help
them in making appropriate decisions - decisions which need to
be based on a proper balance between insight into plant
intentions and goals, knowledge about the actual plant and
experience. This balance can easily be disturbed by the faet
that, in general, decision-making is a three-way cooperative
effort; i.e., between the designer, the operators and the
automatic control systems so that, in poorly designed systems,
conflicts åre an ever present danger.

The introduction and development of computer-based information
systems opens up a tremendous potential for improving this
situation. However, there åre various prerequisites. In
general, use of this technology to support operator decision-
making implies necessarily an attempt to match the information
processes of the computer to the mental decision processes of
the human. This is not to suggest that the two åre (or should
be) identical. On the contrary, all attempts should be made to
utilize in an optimum way the (different) resources of each.
However, an effective partnership relation dictates an effective
communication between the two and in an appropriate form to the
operators in order to assure compatibility with the operators'
own thought processes (and vice-versa from operator to
computer). If this endeavor is successful, then one can speak
of an effective human-computer cooperation; if not, then the new
system can be worse than a traditional approach.
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GOALS

The two projects aimed at achieving the following results:

the generation of a. suitable conceptual framework for human
decision making in connection with diagnosis and planning
activities for complex industrial plants

deriving a methodology for clarifying the relationships
between these human activities and the form and structure of
appropriate computer-based information presentation and
communication facilities

- an experimental evaluation of candidates for computer-based
operator aids .
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SUPERVISORY CONTROL FRAMEWORK

System function depends on a causal structure. Part of the
causal structure of an industrial system is related to energy
and mass flows in the physical, i.e., mechanical, electrlcal
and chemical, process equipment. Another part of the causal
links depends on information flow paths interconnecting the
physical equipment which remove degrees of freedom from system
states in accordance with the purpose of system operation. The
constraints on system states to be introduced by this control-
ling information network depend on the immediate purpose or
operating mode and will serve to maintain a. state; to change
operating state in a particular system or subsystem, or to
coordinate and "synchronize" states in several subsystems to
prepare for systems reconfiguration.

The general aims of the associated information processes which
åre necessary åre therefore: to identify system states, to
compare these with target states, to consider goals and
purposes, and to plan appropriate actions on the system. In
modern, automated process plants and other complex systems, the
processing of Control information is performed by three parties
in a complex cooperation, i.e., the systems designer, the
system operator, and the automatic control system. The com-
plexity of this cooperation caused by modern information
technology and the requirement for extreme reliability of
control decisions in large scale installations now calls for a
careful overall design of this information network. The tra-
ditional approach is to automate the well structured functions
and to ask the operator to cope with the badly structured
situations by means of information on system goals and state
and education in process fundamentals. This approach is clearly
inadequate, even when designers make heroic efforts to assist
operators by providing detailed operating instructions for the
abnormal situations they have identified and analyzed as part
of the design. The usual dichotomy between situations which åre
analyzed and for which automatic control or detailed procedures
åre designed and those which åre left open by the designer
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needs to be replaced by a consistent design of the overall
control strategy including an attempt to bring structure to the
category of unforeseen situations.

The system designer will have to consider and specify the
overall control strategy, which he can do at various levels of
detail. He may introduce predetermined links between defined
states and relevant actions by means of automatic control loops
and sequence controllers or he may introduce control strategies
at higher levels by means of process computers with adaptive or
heuristic programs. Alternatively, he may ask operators to
perform control tasks, either in a preinstructed mode or by
problem solving and improvization. In modern systems, all these
possibilities åre used in various combinations depending upon
the actual situation. In order to design the overall control
strategy in a consistent way, the designer has to use a model
of human performance which is compatible with the models used
for design of automatic control systems, together with a
consistent description of the actual control requirements of
the system in the various operating conditions.

MODEL OF HUMAN INFORMATION PROCESSING

The model of human performance we need for this purpose has
several distinct characteristics. First of all, to be compat-
ible with control system design, models of human performance in
terms of information processing as they åre now emerging within
cognitive psychology åre most relevant. What we need åre not,
however, detailed models of human information processes in
specific situations, but rather models of the possible cat-
egories of human decision strategies which operators will use
for various generic types of control tasks. These models will
then serve to identify the requirements for psychological
models representing the human resources for the types of
information processes required and the human performance cri-
teria or subjective preferences which control human choice
among possible strategies in a given situation.
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Another feature of the models we åre seéking is that they
should not only cover systematic, analytical decision making
used during abnormal situations but also the tricks of the
tråde and the automated habits used by skilled operators during
routine situations. This implies that a model should also
include the characteristics of sensori-motor performance, and
the output of information processes should be modelled in terms
of actions. To be able to evaluate the interference from
overlearned routines in performance during unfamiliar situ-
ations, it is important to include the two extremes of
performance in one conceptual framework. In addition, it is, in
general, important that this framework is able to represent
also the effects of psychological error mechanisms in terms
which can be related to features of the man-machine interface.

The first step in the modelling process is to describe the
human information processes required to perform a control task.
This should be a description in terms of internal human
activities rather than system requirements, i.e., a description
of the human decision process from the instant when the need
for intervention is detected to the resulting actions.

To develop a model of the possible decision sequences of human
operators in industrial process plants, we have analysed a
number of verbal protocols (Rasmussen, 1976). As might be
expected, this attempt did not reveal much of the human
information processes. However, the analysis identified a
number of typical statements of "states of knowledge" in the
decision process, which can be arranged in a rational sequence,
see figure6-l. These states of knowledge divide the decision
process into a sequence of more or less standardized subrou-
tines. This structure appears to be very efficient, since a
particular decision problem can be dealt with by a sequence
composed from standard routines. Formulation of a "state of
knowledge" serves to prepare the result of one routine for
application in the following routine. In addition, ready-made
solutions from previous cases åre easily incorporated. However,
the structure also invites by-passes and leaps in the basic
rational sequence in the form of immediate associations between
states and stereotyped, rule-based transformations. This is
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Data processing
activities

O which goal tochoose ?

States ot knowledge
resulting from data
processing

EVALUATE
pertormance
criteria

which is then
the target state ?

INTERPRET consequen-
ces for current task,
satety.efticiency.etc.

what's the eftect ?

which is the appropriateV^
change in oper.cond?

IDENTIFY
present state of
the system

DEFINE TASK
select appropriate
change ot syst.cond.

what lies behind?

OB5ERVE
information and
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FORMULATE PROCEDURE
plan sequence of
actions

what's going on?

ACTIVATION
Detection ot need
for data processing

EXECUTE
coordinate
manipulations

• release ot preset response-

RULE-BASED SHORTCUTS

Fig. 6^1Schematic map of the sequence of mental activities used be-
tween initiation of response and the manual action. Rational, cau-
sal reasoning connects the "states of knowledge" in the basic se-
quence. Stereotyped mental processes can bypass intermediate states.
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important for reflecting the operators1 opportunities for
development and use of know-how and skill, but also leads to
the potential for "traps" during less familiar situations. In
figure l, different typical by-passes åre shown. This model is
not a model of human performance but a conceptual framework
mapping possible decision sequences which can be used for the
same external control task, depending on the know-how of the
actual operator. To be useful for interface design, this frame
of reference must be supplemented by models of those psycho-
logical mechanisms which åre used by humans for the subroutines
of the decisions process. It is important that these models of
psychological mechanisms as they åre studied by experimental
and cognitive psychology, also represent limiting properties
and error mechanisms. As mentioned, the verbal protocols do not
in general identify these psychological mechanisms and in well
adapted performance they cannot be derived from external
performance. Only when adaptation breaks down will properties
of the psychological mechanisms reveal themselves and, conse-
quently, we have made an attempt to model the role of internal
mechanisms from analyses of human error reports (Rasmussen,
1981) supplemented by findings from verbal reports. The result
is shown in figure 6.2. Three levels of human performance åre
identified with very distinct features, seen from a control
theoretic point of view. The skill-based performance represents
the highly automated sensori-motor performance which rolls
along without much conscious control. The human performs as a
multivariable continuous controller, like a data-driven con-
troller for which input information acts as time-space signals
and the functional properties of the systems under control åre
only represented in the controller as dynamic, spatial pat-
terns. The rule-based performance at the next higher level
represents performance based on recognition of situations
together with rules for actions from know-how or instructions.
Input information acts as stereotype signs labelied in terms of
states, events or tasks. The functional properties of the
system åre at this level implicitly represented by rules
relating states and events to actions. The activity at the
rule-based level is to coordinate and control a sequence of
skilled acts, the size and complexity of which depend on the
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GOALS
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Fig.6-2. Simplified illustration of three levels of performance
of skilled human operators. Note that the levels åre not alterna-
tives, but interact in a way which is only rudimentarily rep-
resented in the diagram.

level of skill in a particular situation - one single decision
to go home for dinner may be enough for driving you there, if
the ride is not disturbed.

When proper rules and familiar signs åre not available for a
situation, activity at the next level of knowledge-based
performance is necessary to generate a new plan for action ad
hoc. The main feature here is that information is perceived as
symbols which åre used for information processing characterized
by an explicit representation - mental model - of the func-
tional structure of the system to be controlled as well as the
related causal relations. The information process used by a
person in a specific unfamiliar situation will depend very much

on subjective knowledge and preferences and detailed circum-
stances for the task. It therefore appears to be unrealistic to
model the detail flow of information processes in a decision
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sequence. Rather, categories of possible prototypical infor-
mation processes åre described by identifying the overall
strategy used to control the decision process, which is tightly
connected to a specific type of mental model and the related
symbols.

A major problem in design of man-machine interface systems is
to properly support knowledge-based behaviour in supervisory
control tasks. One prerequisite for doing this is to present
information in a format structured so as to lead operators to
develop effective mental models, and to code the information at
a symbolic level compatible with these models and with strat-
egies appropriate for the actual decision task. This is what
Norman (1981) calls "cognitive engineering". To do this,
however, the control task which the operator is supposed to
perform, must be formulated - by the control system designer or
by the operator himself - at the proper level of detail and
abstraction in the control hierarchy and not in terms of
individual instrument readings and elementary actions on equip-
ment (Rasmussen and Lind, 1981).

A control task, and the necessary decision strategies with
related mental models, for instance, to be used for state
identification and diagnosis, can be formulated at several
levels of abstraction, see figure 6.3.These levels range from
representation of physical anatomy of the plant through levels
of functional descriptions, to a description in terms of design
intentions and purpose.

The identification of system state, which is most frequently
the critical phase of a supervisory control task, is in general
facilitated by the faet that we åre not asking for an absolute,
isolated identification but rather an identification in terms
of deviation from a target state, i.e., a normal, specified or
forbidden state. In this way a kind of structure can be imposed
on the category of unforeseen events. In the abstraction
hierarchy, the discrepancy can be identified at each of the
levels and so can, therefore, the control task. Disturbances,
i.e., actual states, åre propagating bottom-up in the hierarchy
whereas target state in terms of topological configuration and
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FUNCT10NAL PURPOSE

PRODUCTION FLOW MODELS,
CONTROL SYSTEM OBJECTIVES ETC.

ABSTRACT FUNCTION

CAUSAL STRUCTURE. MASS, ENERGY &
INFORMATION FLOW TOPOLOGY, ETC.

GENERAL1SED FUNCT10NS

"STANDARD" FUNCTIONS & PROCESSES,
CONTROL LOOPS, HEAT-TRANSFER, ETC.

PHYSICAL FUNCTIONS

ELECTRICAL, MECHANICAL, CHEMICAL
PROCESSES OF COMPONENTS AND
E Q U I P M E N T

PHYSICAL FORM

PHYSICAL APPEARANCE AND ANATOMY,

M A T E R I A L & FORM, LOCAT10NS, ETC.

Fig.6-3. The abstraction hierarchy used for representation of
functional properties of a technical system.

boundaries for allowed and specified states can be developed
top-down from consideration of production and safety require-
ments derived from the purpose of system operation.

The appropriate level of identification depends on the actual
circumstances. Identification of disturbances in terms of
mass-energy flow topology at a high level of abstraction is
appropriate for compensation of production disturbances. In
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order to remove the cause of disturbance by repair or replace-
ment, identification in terms of physical anatomy is of course
necessary. There is, therefore, a circular relation in the
choice of appropriate level of identification which depends on
the goal which, in turn, depends on the state to be identified.
It is, therefore, necessary to consider a reasonable strategy
for search through levels and for prioritizing. Although the
functional properties represented at the various levels of
abstraction åre basically different, it appears to be important
to seek a common language in which generic control tasks can be
formulated for all levels. For this purpose a representation of
causal relations at all levels has been formalized on the basis
of energy-, mass-, and information flow topology.

INTEGRATED CONTROL SYSTEM DESIGN

During design of the process plant itself, the functions of the
system and its physical implementation åre developed by iterat-
ively considering the plant at various levels of abstraction
and in increasing degree of detail, see Figure 6-4.
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Fig. 6-4.Derivation of goals and functional specifications during
the design process.
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During this design process the physical system is identified,
i.e., the implementation of those causal structures depending
on mass and energy relations. However, as the degree of
physical detail increases during the design process, so does
the number of degrees of freedom in functional states. There-
fore causal links by means of control paths relating desired
states with necessary control actions must be introduced to
constrain the possible operational states.

In this way, the desired states of functions and equipment will
be identified during design at different levels of abstraction,
and the necessary information or control constraints will be
identified in terms of the conceptual framework related to
these levels. In general, a skilled designer will immediately
be able to identify suitable and familiar control system
concepts. It is, however, the aim of the present paper to
demonstrate that a consistent systems design including operator
control functions can be performed more systematically by means
of the generalised decision model and the flow modelling
concept.

The system's control requirements åre derived from the necess-
ary relations between the actual states, the desired states or
changes of states, and the required actions on the system. This
means that planning of control actions involves the rational
decision sequence of figure6-1 covering state identification,
goal evaluation, and prioritizing, in addition to the planning
itself. Depending upon the control task allocation, the de-
cision sequence - or parts of it - will be performed by the
designer himself, the plant operator or the process computer.
The conceptual framework within which decisions åre taken, will
usually depend on the background of the person, i.e., designer
or operator, and upon the immediate context of the decision.
However, to have a consistent overall-design and to be able to
formalize the decision functions to be performed by the
computer, ad-hoc decisions throughout the design process should
be replaced, or at least reviewed, by considerations based on a
uniform description of the necessary constraints and the
related control requirements which åre expressed in a suitable
language. For this purpose, we consider a transformation of the
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desired functional states and the necessary conditions, sup-
plies, and constraints emerging during the various phases of
design specification into a uniform description of specified
functional states at the level of energy and mass flow
structure - the abstract functional level of Figure 6-4. The
result is a consistent hierarchical description of target
states and intended functions - i.e., a goal or specification
hierarchy as shown in Figure6-5(Lind, 1982).

The importance of dealing with different types of hierarchies
in the description of complex systems has been discussed by
Mesarvoic and his collaborators (Mesarovic et. al. 1970). In
their terminology, our abstraction hierarchy is an example of a
stratified system description. The decision making hierarchy
introduced in op. cit. is related to our specif ication hier-
archy in the sense that system control requirements specified
in the hierarchy åre the basis for choices of decision making
strategy in control of the system. Mesarovic et. al. do not
distinguish clearly between the hierarchies of decision making
and of system goals. However, this distinction is essential to
the present discussion of control task allocation between the
operator and the computer. The allocation strategy leads to the
specification of the structure of the decision making processes
in control.

Hierarchical Control and Generic Control Tasks

A multi-level model as depicted in Figure6-5describes mass-and-
-energy flow topology at different levels of functional de-
composition of the plant. It can be used to define plant
control requirements on any level in a uniform way (Lind,
1982). Three generic control tasks can be identified using this
framework. Two categories of control tasks relate to the
constraints in plant variables necessary to remove excess
degrees of freedom in order to maintain specified state or to
change state within a regime of operation. The third category
relates to the changes in variable constraints which åre
necessary to coordinate the state in two separate flow struc-
tures during plant reconfiguration, as, e.g., required during
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CONDITION

FLOW PATH

Fig. 6-5. Multilevel flow model of a nuclear power plant (PWR)
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start-up and shut-down (Lind, 1979). The flow modelling frame-
work leads to a systematic identification of plant control
tasks at any level of functional decomposition in terms of
these generic types and plant control can be systematically
planned in generic flow model terms before allocation to
operator or automatic equipment is considered.

This planning phase of the decision task for known or specified
states is, perhaps, the least problematic part. The difficult
part will frequently be the analytical state identification
part, necessary to cope with disturbances. Since the energy-
-and-mass flow models represent the causal structure of the
physical system in a uniform way, they åre well suited to map
the propagation of disturbances through the system. This means
they can support a systematic state identification in terms of
changes or deviations from specified or normal states in the
flow topology by means of logic inferences based on measured
variables. This is precisely the diagnostic task necessary for
systems control. The systematic or consistent structure of
diagnosis with reference to specified state and not to known
fault patterns is mandatory for automation of the identifi-
cation of unforeseen disturbances (Lind, 1981). A model based
on a description of the mass-and-energy flow structure thus
appears to be an efficient tool for an Integrated design of the
control hierarchy in de,vice-independent terms as well as for a
stringent formalization of these analysis and planning pro-
cesses for computer implementation. The allocation of the
decision task to operators or computers will be considered in
more detail in the following.

Man-Computer Allocation of Decision Functions

Man-computer allocation of the different parts of the decision
sequence is the last stage in a formal control system design
process which has several distinct steps.

First, the functional properties of the process plant as
identified during the design process at the various levels of
abstraction åre transformed into a hierarchical description in
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terms of mass-and-energy flow structures, i. e., into a func-
tional specification hierarchy for each of the relevant oper-
ating regimes. Then the bottom-up propagation in the abstrac-
tion hierarchy of disturbances from faults in the system is
examined and the measured physical variables necessary to
identify the disturbed state and to plan proper control
actions, åre determined by means of the flow model.

Second, the control or information paths necessary to maintain
or change the states in this flow structure åre determined
together with the decision process necessary to identify the
need for and plan execution of control actions in terms of the
general decision sequence of figure 6-1. Furthermore, it is
evaluated to what extent stereotype bypasses in the decision
sequence can be utilized by the designer to simplify the
decision function in the actual operating situation for the
foreseen and well specified conditions.

Third, the information processing strategies which can be used
during plant operation for the various phases of the decision
sequence åre identified. In general, strategies with very
different structures and resource requirements can be used for
a given decision phase. As an example, we can consider the
identification of a disturbed state of the plant. This identi-
fication or diagnosis can be performed by various search
strategies related to different representations or models of
system properties (Rasmussen, 1981). An abnormal plant state
can be identified by a symptomatic strategy implying search
through a set of symptom patterns labelled in names of states
or actions. The symptom patterns can be stored in a library of
symptoms in the memory of an operator or a decision table of a
computer, or they can be generated ad-hoc in a hypothesis—
and-test strategy by an operator and/or a computer with access
to a proper functional model of the control object. These
strategies depend on symptom-patterns or models related to
known failed functions, which is not the case for the topo-
graphic search strategies. In these strategies, search for the
deviation from normal state is done with reference to the
normal function, which eases the problem with identifying
unforeseen states. In return, labelling in predetermined tasks
is not feasible and ad-hoc planning may be necessary.
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These strategies have very significant differences with respect
to the type of model, the symbolic interpretation of data and
the amount of information which is required and with respect to
the necessary data processing and memory capacity. Con-
sequently, they match the capabilities of computers and people
differently.

Therefore, the fourth step in the systematic design will be to
evaluate the match between the requirements of the various
possible strategies and the resources available for the de-
cision makers, i.e., designers, operators, and process com-
puters.

To a large extent, this allocation procedure will lead to
traditional designs in the clear-cut choices. The control
decisions to serve the majority of necessary control links
required to maintain specified states in the equipment will be
analysed by the designer and implemented by standard control
algorithms. Likewise, the control sequences necessary for
planned, orderly coordination and reconfiguration for start and
stop sequences will be analysed by the designer and the
necessary sequences transferred to operators as instructions or
to automatic sequence controllers as decision tables. However,
in designing for disturbance control the systematic consider-
ation of possible strategies for state identification, pri-
oritizing and planning along the line discussed here will
support the search for a consistent overall design.

For more complex emergency situations, a "once-and-for-all"
allocation of the decision functions is difficult because
demand/resource match will depend on the specific situation and
may change several times during the decision processes. A kind
of cooperative strategy in which operators and computer in
parallel consider the same decision problems may be preferable.
It will then be possible to let the role of decision maker and
that of monitor and guide shift back and forth between man and
computer depending upon the immediate situation. Consider, for
example, the use of various diagnostic strategies for system
identification. An expert trouble shooter will start using
symptomatic search based on recognition of familiar symptoms -
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this strategy utilizes all his experience and skill and may
råpidly lead to the result. However, the expert is charac-
terized (Rouse, 1981) by his ability to recognize when symptoms
åre unreliable with the result that he will switch to a
careful, topographic search. This requires a high capacity for
remembering and inference and can be efficiently supported by a
computer. For a computer diagnostician, the reverse will be an
appropriate strategy. Thus a consistent, topographic search in
the flow topography at several levels with conservative careful
inference and data transformation will be more suitable fol-
lowed, when no more resolution is available, by a seeking of
assistance from a human operator for additional knowledge,
symptoms, locations of recent repair of the plant etc. In this
way, complementary approaches can be used by man and computer,
but planning of a successful cooperation depends on an overall
structuring of system function, control requirements and de-
cision functions which is device independent.

Even though the overall control structure and task allocation
åre developed in terms of the abstract flow-topology, the
operators may choose to implement their allocated control
decisions a conceptual framework at another level of abstrac-
tion closer to the physical anatomy level. This may affect the
demand/resource match and must be considered when tasks åre
allocated since, for example, iterations between descriptions
at different levels of abstraction may be required. Further-
more, the conceptual framework that operators will tend to
prefer as the basis for the actual task will depend on the
framework used for the display formats and data conditioning,
which therefore should be considered concurrently with the
decision task allocation (Goodstein, 1982a & b). See also section 7.

In this way, the abstraction hierarchy is used to design the
control system while the specification hierarchy at the ab-
stract function level is used to coordinate the structure of
the total control strategy.
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IMPLICATIONS FOR INFORMATION DISPLAY

The advent of computers does not seem to have given rise to any
s i g n i f i c a n t advances i n t he i n f o r m a t i o n d i sp l ay des ign
phi losophy e m p l o y e d in control rooms of industr ial plants.
Instead computer -based p re sen ta t ion techniques in many ways
preserve the one sensor-one indication approach from traditional
ins ta l la t ions . Thus the re la t ive ly res t r ic ted area on the
disp lay screen is used to display i n fo rma t ion in ways which
reflect both pre-computer practises as well as the influence of
digital computer-inspired alphanumeric presentations as the
basis for the display repertoire which is utilized.

One of the themes of the work being repor ted is the need for a
multi-level approach to i n f o r m a t i o n display which is based on
the conceptual ideas on plant represen ta t ion and control
discussed ear l ier . For e x a m p l e , Fig.7-1 i l lustrates the two-
d i m e n s i o n a l p r o b l e m space w h i c h serves t o s t r u c t u r e t he
informat ion which is needed. Thus the horizontal axis denotes
whole-part considerations; i.e., the degree of plant detail that
is in focus. The vertical axis reflects the different levels of
abstraction or ways of thinking about the plant; i.e., about
goals , func t ions or equ ipmen t . In an actual plant s i tua t ion ,
the operators' information needs will shift dynamically around
in this plane - e.g., f rom considera t ions about overall system
goals all the way to detai led specula t ions about individual
components.

An i l lus t ra t ion of a related i n f o r m a t i o n display concept is
shown in Fig.7-2. Essentially it consists of five displays each
of wh ich is a imed at suppor t ing par t icu la r a.spects of the
operators1 total needs for information. The concept is based on
the human capabilities for functioning in three behavioral
categories - skill , rule and knowledge-based - as discussed
previous ly . See also Goods te in & Rasmussen 1980, Rasmussen
1980,1983; Goods te in 1981,1982a,b. These can be charac ter ized
briefly as follows:
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Skill-Based Behaviour

Exerc ised in sensori-motor tasks involving steering, d r iv ing ,
t rack ing as we l l as man ipu l a t i ve tasks of all kinds. Example s
åre :

Set t ing process variables and set po in ts ;keeping process
variables w i t h i n l i m i t s ; f ind ing and operat ing cont ro ls ,
switches, etc.

Rule-Based Behaviour

Appl ies in the broad Spec t rum of p rocedur i sab le tasks in
which a set of learned/prescribed rules is followed in order
to achieve a given goal /purpose . Execu t ing the rule w i l l
probably involve skill-based subroutines. Examples range
from

When lamp X l ights , turn on Y and. check for Z to

Complete plant start-up procedure.

Knowledge-Based Behaviour

B e c o m e s n e c e s s a r y w h e n sk i i l s a n d / o r ru le s åre n o t
a v a i l a b l e . Thus m o r e of a consc ious t h o u g h t p r o c e s s
c o m p r i s i n g ident i f icat ion of s ta te , dec i s ion—making
regarding a remedial strategy and planning of the necessary
procedures/rules for implementing this strategy is involved.
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Information Requirements

Information requirements for achieving compatibility with these
three modes of behaviour d i f fe r considerably. As i l lust ra ted
below, elements of display support should consist of:

Support knowledge -why
- what
- how

Support operators1

own deliberations - strategies search
- goals identify
- priorities in decide
- values order :

to :
Support operator actions :
on the plant - what to execute

- howto check

These will be discussed in a little greater detail.

Support Knowledge

Rasmussen & Lind (1981) discuss how people åre able to cope w i t h
c o m p l e x i t y . A m o n g the tools used åre the ab i l i t i e s for
a b s t r a c t i o n and for d e c o m p o s i t ion/aggregat ion which play
important roles in making it possible to restructure/reformulate
a new or u n f a m i l i a r p rob lem in order to enhance its solut ion.
For example , an operator ' s top-down diagnostic search through
the system in response to a dis turbance wi l l be subjec t to a
given stop cr i ter ion. This w i l l be a func t ion of the current
goal - e.g., keep the plant running by f ind ing the appropriate
compensating action to remedy/bypass a defective function - or -
i den t i fy , repair / replace a defect ive component . Thus the need
for i n fo rma t ion can be qui te varied and indeed range f rom
considerations at the overall system level to speculations about
single loops or components . At each of these levels, there can
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be a requirement for different kinds of information - depending
on the needs of the moment, operator experience or just personal
preferences. These consist of:

- Main purpose, reason for the (sub)systeiri's existence in
the overall process; what performance can one reasonably
expect from such a system, etc

- Fundamental behaviour - energy/mass transport, storage
and/or information flow together with the conditions for
maintaining/supporting these.

- Functional structure and state.

- Physical structure and state.

- Component characterisation.

In simpler terms, this is equivalent to saying that, when
working at any of the above levels, there åre generally three
relevant degrees of abstraction:

- The intention behind this (sub)function/process = WHY

- The (sub)function/process under consideration = WHAT

- The implementation of this (sub)function/process = HOW

The relationships can also be seen from Fig.7-3 for a subprocess
(X) which is located at some given point in the overall system
hierarchy. If we keep our attention on this subprocess, then, at
the WHAT level, information on its structure and behaviour
should be made available to indicate that all the conditions
(supplies, etc.) for supporting the subprocess åre satisfied,
the appropriate paths åre activated, the degrees of freedom åre
under control and that therefore the subfunction (X) is

realized. If this is not the case, then the disturbance has to
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CAPABILITIES
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be isolated to one or more of these; i.e. conditions, path,
control - and a suitable corrective task devised. The rer.iedy may
be immediately apparent - e.g. increase flow. However,
information at the HOW level may be needed - either to narrow
down further, to find an alternate, to find a. cause, etc. In
addition, it is important that the WHY level be consulted - in
order to keep a check in the higher level implicati ons of the
disturbance as well as the possible effects of the alternate
modes of operation which could be considered.

The iterative nature of the associated thinking process should
become apparent. For example, if the HOW question is raised
about the support features, then the resultant shift in level
and attention may actually reflect a desire for a description of
WHAT the support subprocesses are/do so that the cycle described
above is repeated for the new subprocess.

The philosophy behind Figs.7-1 to 3 can be reflected in a
display WINDOW concept as shown in Fig.7-4 which gives a
consistent structure for a set of displays which holds for each
functional element in the system.

Window _! (WHY)

It is not customary to specifically include WHY informat ion on
control room displays. The assumption is that if operators will
j u s t f o l l o w p r o c e d u r e s , t he W H Y ' S w i l l be t aken care o f
implicitly. This, however, is not compatible with the notion of
operators as corripetent knowledge-based problem solvers who åre
capable of recogniz ing the unexpec ted and deal ing w i t h it . It
therefore follows directly that any planning for recovery from
an i d e n t i f i e d d i s t u r b a n c e m u s t r e p r e s e n t an a c c e p t a b l e
compromise between the capabilities of the actual physical plant
(possibly in a disturbed state) and the design intention/goal as
reflected in the functional requirements and constraints.

Thus W i n d o w l is an instance of an " in ter face" be twen the

particular (sub)process and its "users" - (a) where the adequacy
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of the delivered func t ion can be judged against requi rements
coming down from above, and (b) where the effects in an upwards
direction of deviations, alternate possibilities for recovery in
the event of a disturbance can be evaluated on the basis of
considerations of intention, spån of tolerances, co-functioning
constraints, etc.

It is our feeling that the advent of computer-based methods for
design and documenta t ion wi l l make it feasible to record and
store the bases for design decisions made regarding safety and
avai labi l i ty . In this way. the design base wi l l be available
(years) later in connection with commissioning, training,
p r o c e d u r e g e n e r a t i o n , dea l ing w i t h d i s t u r b a n c e s and /o r
m o d i f i c a t i o n s , e tc . and then e n h a n c e , fo r e x a m p l e , the
possibilities for incorporating Window l WHY-type information.

Window 2_ Causal Information (a WHAT component)

Window 2 is intended to give information on the causal structure
of the p a r t i c u l a r ( s u b ) p r o c e s s as w e l l as i ts c u r r e n t
o p e r a t i o n a l s ta te . W h a t is needed here is a h igh level
representation which is relatively independent of implementation
details and yet can serve as an effective visualisation of state
and , h o p e f u l l y , also of task. Thus there is a good
j u s t i f i ca t ion for using a f l o w mode l l ing approach - be it for
energy, mass, in fo rmat ion - and a high level symbol ic f l o w
language for depic t ing the basic f l o w s in the process has been
described earlier. (See also Lind 1981,1982; Rasmussen and Lind
1981,1982)

Window 2 would thus supply operators with the following types of
information about WHAT:

- Topologica l f l o w diagrams of the processes re f lec t ing
actual paths, distribution of flow, deviations from target
values, etc.

- Quant i ta t ive i n f o r m a t i o n on the state of the "cri t ical
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variables" which comprise the def in ing set to indicate
whether the function is/is not normal.

- An identification of the set of support conditions which
åre required to be satisfied in order that the (sub)process
can be operable, together w i t h appropriate in format ion on
their state and interrelationships.

Window 3^ -_ Control (a WHAT component)

In g e n e r a l , there åre three m a j o r r equ i s i t e s to p r o p e r
functioning - the necessary support functions and supplies åre
available, the appropriate flow paths åre activated and the
degrees of freedom åre under control. Thus the control system is
equivalent to a kind of "f inishing touch" condi t ion which
over l ays the phys i ca l s y s t e m w i t h a web of i n t e r r e l a t e d
c o n s t r a i n t s . These then serve to r e s t r i c t ( s u b ) p r o c e s s
behav iou r to an a l l o w a b l e - p r e f e r a b l y o p t i m a l - r eg ion
c o m p a t i b l e w i t h h i g h e r level r e q u i r e m e n t s i n sp i t e o f
variat ions, d r i f t s , etc. Since operators can have greater
diff icul ty in understanding the control system than other more
direct ly process-related aspects , the need for appropria te
control information seems to be quite high.

However, it seems important that the possibilities for taking a
control action f i rs t be iden t i f i ed on the f low schema of the
process i tself (e .g . , W i n d o w 2) if these actions can a f f ec t the
overall flow. Identification of control actions at this level
would thus be more l ikely to be compa t ib l e w i t h operator
speculations about process behaviour including the possibilities
for making corrections and adjustments. However, the additional
Window 3 providing information such as the following would give
a better basis for selecting, perforrring and checking a control
action.

- Control requirements

. modes
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. transitions

. limits

. constraints (interlocks)

- Operation

. control organs

. actual vs. target state

. dynamics

- Backup/alternate forms/means for control

- Access to relevant procedures for manipulating the various
control systems.

It is also at this w i n d o w that implementa t ion-dependen t HOW
deta i l s can begin to arise - e.g., if the system actually
consists of two or more loops operating simultaneously - e'ach of
which is under separate control.

Window 4_ -_ Implementation ( H O W )

It is f i r s t at W i n d o w 4 that the more f a m i l i a r v iew of the plant
at the m i m i c d iagram level appears. Conf igura t ion moni to r ing
and contro l åre tasks related to the part iculars of a given
plant and require support which can faci l i ta te a search and
local isa t ion ac t iv i ty w i t h i n an equipment-based structure.
Information which is important at this level relates to:

- Physical paths and connect ions - prescribed, actual and
alternate
- A c t u a l vs. t a rge t s ta te in t e r m s of the va r iab les
reflecting equipment operation.



7-9

- Equipment capacity and limitations.

- Access to relevant procedures and checkl is ts at the
equipment level.

The c a p a b i l i t y of an advanced d i sp l ay sy s t em to p e r f o r m
"windowing and zoorring" should be particulary applicable in the
physical world represented here.

Windows 1-4 åre thus intended to support operators in knowledge-
based operations of observing, weighing, deciding and planning
while meeting requirements for maintaining relevant overviews,
reducing m e m o r y overloads and encouraging the use of top-down
search strategies through an orderly and easily accessible
display hierarchy. In terms of Fig.7-2, they make up the three
left-hand displays.

Window 5 -- Procedures (HOW TO; DID IT)

W i n d o w 5 is a imed at support ing procedural ( rule-based) tasks
c o n n e c t e d w i t h the p a r t i c u l a r ( s u b ) p r o c e s s - e i t h e r as
prescribed for the operators or for automatic sequential control
equipment. As described elsewhere (Goodstein 1979, 1982), these
aids åre composed of two components:

- Support of memory - what is in the procedure

- S u p p o r t ( f e e d b a c k ) r ega rd ing the e x e c u t i o n of the
procedural steps themselves - e.g., "check state, do action,
check result".

The possibilities for combining computers and displays for this
purpose åre of course quite obvious.
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To summarize this section, an Integrated information structure
based on a multi-level representation of the process AND the
concept of abstractional shifts in human thinking in order to
cope with complexity has been proposed. A generic set of
"windows" has been described which can be applied to each
process/function in the plant to inform about its WHY, WHAT and
HOW - i.e., its interface with higher order requirements which
set goals, its own flow structures, the relevant conditions
necessary for satisfactory functioning, any associated control
systems and, lastly, details about its physical implenientation.
This knowledge-based foundation is supplemented by a procedural
and checklist window to support rule-based plant manoeuvering.
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GNP TESTBED FOR EXPERIMENTAL STUDIES

The GNP ac t iv i ty is an o u t g r o w t h of the c o n c e p t u a l w o r k
described earlier in the areas of system representation, human
modelling, etc. - particularly with an eye tov/ards problems with
diagnosis and decision making in connect ion w i t h c o m p l e x
technical systems. There was felt to be a need for a realistic
test bed of a reasonable (and v a r i a b l e ) c o m p l e x i t y for
evaluating and studying these concepts by means of a sui tably
designed and executed experimental program. The test bed which
resulted can be considered in various ways:

- a plant f a m i l y based on a PWR- l ike process ( thus the name
Generic Nuclear Plant; i.e. GNP)

- running simulator programs for two members of this family

- an exper imenta l "control center" w i th computer-based
displays and controls

- a scenario generator for placing the subjects in diverse
types of decision making situations in connection wi th
simulated faults of various kinds

- a data collection and analysis facil i ty for recording and
studying the behavior of the experimental subjects

- a training and testing activity

One of the impor tant requi rements regarding the choice of the
GNP was that it had to re f lec t d i f f e r e n t aspects of sys tem
complexity met in modern production systems. These include:

- a component or subsystem can be part of the implementation
of several functions
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- correspondingly, a plant func t ion can have several
alternative implementatlons

- plant and subsystem goals can be multiple and partially in
conflict
- the funct ional s tructure is dependent on the operating
mode

In t e rms of operator involvement , this means that GNP is (or can
be) "realistic" enough to support tasks where information about
goals, functions and equipment must be available in order to
cope, for example, with "ends"-oriented situations having to do
wi th power and/or inventory control through the management of
the available resources or "means".

Of course the imp lemen ta t i on of GNP does not of course have to
represent all of these aspects in a given application; therefore
a certain amount of flexibility and modularity was called for.
The type of f ide l i ty which was desired is related more to
funct ional diversi ty considerations than to achieving close
agreement with the operating specifications and/or data of any
p a r t i c u l a r p l an t . Thus the c o m p o n e n t m o d e l s åre no t
(necessar i ly) very accurate replicas of actually exist ing
components but rather describe prototypical characteristics and
properties based on the use of fundamental physical laws. See
Lind (1983).

Two versions of the power plant selected åre shown in Fig.8-1.
Each is a very simplified nuclear power station of the PWR type
and the d i f fe rence between the two can be seen in the pr imary
circui t where the version current ly being used includes a
pressurizer together with an associated makeup/letdown system.
The control systems include pr imary pressure, pressurizer
level , secondary pressure, steam generator level and turbine-
generator control . P ro tec t ion systems have not yet been
included.
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U s es of GNP

General Remarks

The key areas towards which the GNP program was aimed had to do
in general w i t h suppor t ing the operators in their supervisory
control functions. Earlier portions of this report have dealt
wi th the more conceptual ideas behind the expe r imen ta l work .
Among other things, these have involved the use of the multl-
w i n d o w a p p r o a c h to i n f o r m a t i o n p r e s e n t a t i o n based on a
r e p r e s e n t a t i o n of the p lan t as a h i e r a r c h y ( a l m o s t ) of
functionally-based entities coupled together in order to achieve
given top goals concerning, e.g., availability and safety. For
each entity, the connotations reflected in operators1 questions
about WHY, WHAT and HOW åre essential factors in deciding on a.
relevant display structure. The basic idea was illustrated in
Fig.7-3 where , for any selected e l emen t in the hierarchy, top-
down i n f o r m a t i o n about goals, requi rements and target states
( = e n d s ) can be compared to actual s t ructure and state and to
equipment status and capability (=means) with appropriate access
to relevant procedures, control information, etc.

This In tegra ted approach thus a t t empt s to tie together the
various loose ends which of ten character ize computer -based
solut ions for control rooms. In this way, the equivalents of
extra DASS displays, SPDS, a la rming and other separate (e.g.
p rocedura l ) aids for use in "special si tuations" reappear as
basic elements within the Integrated concept in order to assist
w i t h the var ious phases of the operat ing s t a f f ' s decis ion-
making.

The First Studj

W i t h this in t roduc t ion in m i n d , the use of GNP to inves t iga te
s p e c i f i c p o i n t s can be d i s c u s s e d . One of the i m p o r t a n t
e x t e n s i o n s p r o p o s e d he re to t r a d i t i o n a l a p p r o a c h e s on

i n f o r m a t i o n display is the mul t i - l eve l display s t ructure
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a p p r o a c h . Th i s is f e l t to be e s s e n t i a l in o rde r to aid
decision-makers in ascertaining any mismatch between functional
goals and requ i remen t s and the actual state of a f fa i r s at the
appropriate level of abstraction where a suitable control task
can be identified and carried out.

Therefore the first exploratory experiments were concentrated on
the abstract functional level (i.e., wh ich deals w i th mass and
energy in the sys t em) . A set of f i f t e e n displays based on a
func t i ona l analysis of the f i rs t version (GNP1) was generated.
This analysis, based on the mul t i - leve l f l o w mode l ing ( M F M )
method (See Lind 1981,1982) produced in d i a g r a m m a t i c fo rm the
result of a top-down goal-directed functional identif ication and
descr ip t ion of the plant in t e rms of mass and energy f lows . The
result is shov/n in Fig.8-2. Thus the top goals of safe ty and
production give rise to a multi-level arrangement of functional
ent i t ies - each w i t h its own sub-goals, targets , condi t ions ,
etc . and c o n f o r m e d and c o n s t r a i n e d so as to s a t i s f y the
requ i rements of the "user" func t ions at the (usua l ly ) higher
levels. Thus for each function a goal can be ident i f ied, as
wel l as a control task and a set of critical variables th<e state
of w h i c h r e f l ec t s whe ther the goals indeed åre being m e t . The
variables are/should be compatible with the level of abstraction
and, in general, suitable algorithmic transformations from the
"raw" transducer data will be required.

The m o s t i n t e r e s t i n g (and p r o v o c a t i v e ) f e a t u r e of thi s
i m p l e m e n t a t i o n was the e m p l o y m e n t of the set of f l o w symbols
de f in e d by Lind (and used as part of the m o d e l l i n g exercise
i t s e l f ) to depic t the mass and energy f l o w s t ructures on the
displays. These symbols have no resemblance whatsoever to
f a m i l i a r p u m p s , valves, e tc . , but instead represent various
f u n c t i o n a l e l ements such as transport, storage, source/sink,
e tc . , coupled together as required to achieve the desired
mass/energy function.

The use of these symbols was a deliberate at tempt to represent
the higher levels of i n fo rma t ion w i t h i n the two-d imens iona l
Space descr ibed earl ier in a d is t inc t ive fashion which would
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d i s c o u r a g e o p e r a t o r s f r o m m a k i n g p o s s i b l y i n t e r f e r i n g
a s s o c i a t i o n s t o l o v / e r l e v e l i m p l e m e n t a t i o n - r e l a t e d
knowledge/experience. An interesting question in this research
is to d e t e r m i n e a desirable d i s t r ibu t ion w i t h i n the display
n e t w o r k of the f l o w symbols and the more t radi t ional . The
r r i u l t i - w i n d o w approach retains both at all levels but may be
d i f f i c u l t to manage , seen f r o m a display accessing po in t -o f -
v iew.

At any rate , there was considerable interest in invest igat ing
whether users could learn to identify GNP state on the basis of
this kind of "abstract" information. Some of the preliminary
results åre given later.

An example of these displays is shown on Fig.8-3b, which is one
of the f if teen displays and represents "removal of heat from the
secondary". Fig.8-3a indicates the generic layout for all of
the displays.

Thus, each display actually consists of two parts:

(1) the furictional array, c o m m o n to all displays, is a
minia ture replica of the total functional network for the GNP
(as shown in Fig.8-2) where the letters represent the various
functions and the lines the connections between functions. It
fu l f i Ils two purposes:

By means of color coding, it indicates the current choice of
display as wel l as i t s relat ion to the rest of the display
set (and there fore to the plant, i t s e l f ) . I.e., "where åre
we now and where can we go to get more information?"

By means of color coding and b l ink , it serves as an alarm
tableau at the abstract-functional level to indicate whether
each of the f i f t e e n func t i ons is mee t i ng its goals wi th
r e s p e c t t o m a i n t a i n i n g g iven c o n d i t i o n s r e g a r d i n g
mass/energy. It is clear that corresponding alarms can be
defined and the associated data transformations specified at

all levels of the abstraction hierarchy. They appear to be
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particularly appropriate at the abstract-functional level
because they åre few in number (perhaps 60 for a full-blown
plant compared to thousands at the phys ica l - func t iona l
l eve l ) , r icher in s t ructure and content and thus sui ted to
help the operators "see the forest for the trees" - at least
in the init ial phases of dea l ing w l t h a disturbance. In
particular, many cases of mult iple failure combinations can
be seen more clearly.

( 2 ) - the f low structure for the se lected f u n c t i o n - color
coded according to whether the f u n c t i o n deals w i t h mass or
energy, together with relevant state and condition-related
i n fo rma t ion . State in fo rma t ion on the associated cr i t ica l
variables is given in digital and analog formats - including a
trend indication. This diversity is intended to help operators
treat the information as signals, signs or symbols (Rasmussen
1983) depending on their task, training, experience. The state
of the f l o w n e t w o r k i s u p d a t e d d y n a m i c a l l y by m e a n s of
indicators for "too h igh / too low" f l o w , changes in f l o w
f u n c t i o n ( i . e . b a r r i e r to t r a n s p o r t ) , e tc . L a s t l y , t he
condi t ions necessary to main ta in the given func t ion åre
iden t i f i ed wi th an abbreviated name together wi th the le t ter
corresponding to the function (and associated display) which
"supplies" the condition. This facilitates an orderly movement
from picture to picture in searching for relevant information.
The condi t ion "buttons" ( l e t t e r s ) change color and bl ink in
case of a. faul t .

Thus searching in the sys tem can be carr ied out via these condi-
tion "buttons" or through the "buttons" comprising the function-
al array. The actual request on GNP1 occurred through the
keyboard (by typing the appropria te l e t t e r ) but the newer ver-
sions wi l l use a touch panel thus p e r m i t t i n g a more direct
access.
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Preliminary Results

The first version of GNP was used to evaluate the response of
subjects being subjected to a state identification task on the
basis of the information presented in the set of flow displays.
Experiments were run on two separate versions of GNP l - one at
Risø and one at the Halden Project. Details of the training,
etc. åre given in Goodstein et al (1984) and Hollnagel et al
(1984) and the discussion here will be limited to some
preliminary conclusions and observations.

The strategies used by most subjects to search in the set of
displays to find the source of disturbances seemed to be
structured (as was intended) more or less by the displayed re-
lationships between the flow functions - either via the
functional overview or through the state of the condition
"buttons". That is, the subjects used the various dynamically
updated functional indicators to guide their choice of displays
in order to narrow in on the one(s) where the fault(s) occurred.
Performance of course was quite dependent on background
knowledge and experience with technical systems. Particularly
for novices, problems often arose in connection with understand-
ing the meaning and implications of the information regarding
the individual flov/ elements and there was a widespread tendency
to "think physically" about the presented information and its
significance.

It is clear that the incorporation of a multi-level display
support which is intended to help operators keep track of goals,
functions and equipment requires suitable symbol (icon) and
data sets to which they can relate at the various levels without
interference. It is also obvious that appropriate trade-off or
allocation strategies for assigning these symbol and data sets
åre required - i.e., when should they change to match the opera-
tors' needs during a diagnostic search or a planning task, etc.
Again, the multi-window approach seems to be a suitable frame-
work for investigating these questions.



Further Developments

Further work has been done to expand the available display set
to include information at a second level of the abstraction
(means-ends) hierarchy; i.e., the physical functional,
corresponding to the more familiar mimic-type of presentation in
which process diagrams showing physical components and their
respective interconnec t ions åre depicted together with
appropriate state information. Thus the first set of displays -
as described above - has been retained but the user/operator has
the additional possibility of calling up the equivalent of a HOW
display for any selected function, thus making available
information on the mapping of functions to equipment for the
particular operating mode.

Conversely, the possibility is provided for performing the
reverse mapping of displays at the mimic level to displays of
associated function(s) in which the particular selected piece of
equipment is involved.

As was discussed above, these transformations åre important to
overcome possible confusion on the part of operators arising
from the many-to-many mappings between goal, function and equip-
ment which characterize the type of systems under consideration.
Thus, for example, in planning a control action, it is important
to be aware of possible side effects due to the faet that the
resources/equipment chosen for carrying out the action already
may be in use to implement another function with the result that
a conflict can occur. Or, in carrying out a diagnosis, it can be
vital to be aware of the current implementation of a particular
function.

Thus, for the latest version of GNP, it is possible for the user
to make use of display mappings such as those illustrated in
Fig.8-4. Seen in terms of the two-dimensional information space
described earlier, a function- equipment mapping would be equiv-
alent to taking a vertical dive from a selected location on the
abstract level to the physical-^functional level. In the current

implementation, this mapping is shown as an accentuating or
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mass/energy display set. At the same t ime, appropriate state or
other i n fo rma t ion can be displayed in the i m m e d i a t e v ic in i ty .
In t e rms of the m u l t i - w i n d o w concept of Fig.7-4, the two
possibi l i t ies correspond to windows 2 and 4 for the se lec ted
function.

The reverse mapping, from equipment-_function, is also possible,
although a little more complicated because of the many-to-many
si tuat ion. See Fig.8-5. Thus, se lect ing a par t icu lar piece of
e q u i p m e n t , the pressur izer , for example , f i rs t results in a
version of the functional array which identifies the functions
which directly utilize this component (but not necessarily all
those w h i c h in turn åre dependent on these funct ions . This
information appears on the functional array). Thereafter, the
user chooses one of these functions (in the example, function G)
and the c o r r e s p o n d i n g f l o w d i sp lay appears . A t o g g l i n g
mechanism then allows the operator to directly switch back and
for th be tween the m i m i c w i th the h igh l igh ted pump and the se-
lected function - assuming a single display system.

It seems to be character is t ic for GNP that there åre many
func t ion-_equ ipment mappings which involve all or much of the
physical plant . This h ighl ights the beauty of the func t iona l
approach and the d i f f i cu l t l e s which can arise in wander ing
a round the p h y s i c a l p lane and t r y i n g to keep t r ack of
utilisation and performance.

At the present t ime, the implementation of this two level system
is being completed prior to starting a new round of experiments.
The plans åre to give groups of subjects ei ther func t iona l or
equipment-based training and therefter access to functional
and/or equipment-based displays, in different combinations. The
interest lies in tracking each subject's development and his/her
use of the provided display s e t ( s ) whi le p e r f o r m i n g decision-
making tasks. D i f f e r e n t f o r m s for p e r f o r m a n c e mon i to r lng
coupled with other tests will strive for a better understanding
of the mental models and strategies employed by the subjects in
their climb up the novice-to-expert ladder.
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their climb up the novice-to-expert ladder.
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CONCLUSIONS

To briefly summarize the context; there åre two trends which
characterize the state of the world under consideration.

Current technological developments åre leading to increased
complexity and centralisation in administrative, technical and
industrial systems. Abnormalities in these systems can lead to
potentially drastic consequences. These abnormalities can come
from technical failures and/or from (in themselves) natural and
unintentional malfunctions by users and operators.

In parallel, these technological developments - especially in
the area of information technology - åre impacting on the work
situations of the same users and operators of these increasingly
complex systems. Solutions employing this technology åre
unlimited in number and possibilities. How do we choose among
them so as to ensure (a) that system goals, e.g., regarding
production and safety in the case of power generation, åre met
and (b) that the users and operators åre assigned roles and
responsibil i t ies and åre supported wi th appropriate aids in a
way which is compatible with their capabilities and limitations
and also is tolerant wi th respect to errors. How do we design
human-machine systems for rare and perhaps risky si tuat ions
which we cannot predict beforehand but expect operators to
identify and manage.

The LIT 3.2-3.3 e f for t dealt w i th these problems through a
parallel program of conceptual development and exper imenta l
studies which is described in some detail in the body of the
report.

The project work resulted in the establ ishment of a f r a m e w o r k
for the systematic design of human-machine systems. This is
composed of a sequence of steps beginning with a description of
plant control requirements - seen especially from the point of
view of faul t and disturbance management - which integrates
information at various levels of plant description in terms of
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goals, func t ions and realisation. The so cal led mul t i - leve l -
f l o w mode l l ing technique which was generated represents a
milestone in methodology development. This description is then
used to formulate the corresponding decision-making sequences in
plant-independent terms. With this basis, one can determine the
i n f o r m a t i o n r e q u i r e m e n t s neces sa ry to support diagnosis ,
planning, task execut ion, etc. Thereaf ter al locat ions of
functions between automatic systems and the operational staff
have to be e s t ab l i shed so as to suppor t the w i s h for a
cooperative relat ionship between the two partners. This then
gives a basis for the i m p l e m e n t a t i o n of the required operator
in terface faci l i t ies , training, etc. The exercise is mu l t i -
d i s c i p l i n a r y and r equ i r e s e x p e r t i s e in e n g i n e e r i n g and
operational analysis, human factors, cognitive psychology.

Another conclusion of the LIT3.2-3 project is the confirmation
of the value of small-scale s imulators such as the GNP system
for selected studies of human-machine interaction.

It is clear that this area is in constant development. Research
programs must be combined wi th running dialogues and contacts
with designers and operational staff in industry. The research
is necessary to fur ther develop the basis for human-machine
system design. The cooperat ion wi th indust ry is vital to
encourage applications and evaluations. Incorporat ion of nev/
information technology will affect the design process. It will
have to become more "top-down" (goal-to-function-to-equipnent)
oriented and less l imi ted to making inc remen ta l changes to
existing designs in order to meet a new requirement. Indeed, in
the end, design and operations will become more Integrated.

D e s i g n e r s w i l l have to b e c o m e m o r e v e r s a t i l e and t h e i r
knowledge-base broadened in order to deal with the human-machine
environment. Trends towards combined technical and humanistic
curriculae in universities åre signs of increased attention to
these problems.

To conclude, the line of research carried out in the LIT project

represents the result of an early realisation of the importance
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of, the human factor for safety and reliability. This effort is
expected to continue. Programs under the European Common
Market, in Scandinavia as well as national endeavors åre
current. To give an idea of the breadth of the field, the
results of v/ork in artificial intelligence (for example, in
connection v/ith expert systems) will be Integrated in the next
NKA program in order to support the interactive decision making
which characterizes the operation and management of complex
industrial systems.
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