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1 Opening of the seminar 

Jan-Erik Holmberg, VTT, opened the seminar and welcomed the 
participants. Participants presented themselves. 
 
The agenda of the seminar was accepted (Att. 1) 
 
Jan-Erik Holmberg presented an overview of VTT and its nuclear safety 
related R&D, see Att. 2. 
 
Kaisa Simola, VTT, gave an overview the Finnish nuclear safety research 
programme, SAFIR2014, see Att. 3. 

2 STUK (Radiation and Nuclear Safety Authority in Finland) perspective 

�,�O�N�N�D���1�L�H�P�H�O�l�����6�7�8�.�����S�U�H�V�H�Q�W�H�G���W�K�H���)�L�Q�Q�L�V�K���U�H�J�X�O�D�W�R�U�¶�V���S�H�U�V�S�H�F�W�L�Y�H���R�Q��
risk analysis and digital automation (Att. 4). Differences of demonstrative 
�D�Q�G���G�H�V�F�U�L�S�W�L�Y�H���D�Q�D�O�\�V�H�V���Z�H�U�H���G�L�V�F�X�V�V�H�G�����,�Q���6�7�8�.�¶�V���S�U�H�V�H�Q�W�D�W�L�R�Q�����Iailure 
tolerance analysis is a demonstrative analysis, while FMEA and PRA are 
descriptive analyses. A criterion needs to be defined if the analysis is used 
�I�R�U���G�H�F�L�V�L�R�Q���P�D�N�L�Q�J�����6�7�8�.�¶�V���H�[�S�H�U�L�H�Q�F�H���L�V���W�K�D�W���P�R�U�H���H�P�S�K�D�V�L�V���V�K�R�X�O�G���E�H��
put on the early phase of the system lifecycle when the requirements are 
defined. 

3 Presentation of the WGRISK DIGREL task 

Jan-Erik Holmberg presented the objectives and scope of the WGRISK 
DIGREL task (Att. 5).Objectives and scope of the WGRISK DIGREL 
task 

4 Definitions 

Man Cheol Kim, KAERI, gave an introduction to terms and definitions 
related to DIGREL task. He made a comparison of terms used in IEEE 
and IEC standards (Att. 6). 

5 Survey of failure modes 

Tsong-Lun Chu, BNL, presented a summary of taxonomy inputs from the 
Task group member organisations (Att. 7). Eleven organisations provided 
input. The results are presented in two tables: one for hardware failure and 
other one for software failure modes. 

6 Hardware failure modes taxonomy 

Stefan Authén, Risk Pilot, presented the status of WGRISK taxonomy 
development on hardware failure modes and a proposal for further work 
(Att. 8). List of criteria for taxonomy definition and choosing the level of 
�G�H�W�D�L�O�V���Z�H�U�H���S�U�H�V�H�Q�W�H�G�����³�0�R�G�X�O�H���O�H�Y�H�O�´���Z�D�V���U�H�J�D�U�G�H�G���D�V���W�K�H���P�R�V�W��
appropriate level. 
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7 Software failure modes taxonomy 

N. Thuy, EDF, presented an approach to define and use software fault 
taxonomy in PSA (Att. 9). In top level, faults can classified into 
application and I&C platform related faults and on the other hand into 
specification, software or HW&SW interaction faults. With regard to 
category A I&C systems, some faults can be excluded. 

8 Example DIC system 

Ewgenij Piljugin, GRS, presented an example of a generic digital I&C 
system (Att. 10). The system will be decomposed into generic hardware 
structure, generic software structure and generic interfaces between them. 
Failure modes taxonomy will be tested with the example. 

9 Contents of the guidelines 

Carol Smidts, Ohio State University, presented the list of contents of the 
guidelines (Att. 11). 

10 Discussion, conclusions of the seminar 

A round table discussion was carried out. Jan-Erik Holmberg asked what 
the most critical (high priority) issues to be resolved by the DIGREL task 
are. 
 
Difference in the viewpoints between PSA and I&C experts was 
recognised to be a possible obstacle. It is important to have common 
definitions. 
 
A big question is where to get failure data. CCF should be addressed, too. 
 
 

Attachments 
1. Agenda 
2. VTT, VTT Nuclear, VTT System research Overview 
3. National Nuclear Power Plant Safety Research Programme 2011-2014, 

SAFIR2014 overview 
4. NKS/DIGREL. STUK perspective. Digital Automation & Risk Analysis 
5. WGRISK DIGREL task. Objectives and scope 
6. Terms and Definitions for Reliability Assessment of Digital I&C Systems 
7. Survey of Failure Modes 
8. Hardware Failure Modes Taxonomy 
9. Taxonomy for Software Faults 
10. Example of a generic digital I&C System 
11. Outline of the Guidelines 

 
DISTRIBUTION Seminar participants, WGRISK DIGREL Task Group 
members, NKS/Karoliina Ekström 
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Attachment 1. Agenda 
 

Tuesday October 25, 2011 
NKS/DIGREL seminar 

08:30 Coffee, registration  
09:00 Opening of the seminar 

- Participants round table presentation 
- VTT short overview 
- SAFIR2014 Finnish nuclear safety research programme 
- Meeting logistics 

Jan-Erik Holmberg, VTT 
Everybody 
Jan-Erik Holmberg, VTT 
Kaisa Simola, VTT 
Jan-Erik Holmberg, VTT 

09:40 STUK (Radiation and Nuclear Safety Authority in Finland) 
perspective 

Ilkka Niemelä, STUK 

10:00 Presentation of the WGRISK DIGREL task 
- Objectives and scope 
- Definitions 

 
Jan-Erik Holmberg, VTT 
Man Cheol, KAERI 

10:40 Break  
11:00 - Survey of failure modes 

- Hardware failure modes taxonomy 
Louis Chu, BNL 
Stefan Authén, Risk Pilot 

12:00 Lunch  
13:30 - Software failure modes taxonomy 

- Example DIC system 
- Contents of the guidelines 

Nguyen Thuy, EDF  
Ewgenij Piljugin, GRS 
Carol Smidts, OSU 

15:00 Break  
15:15 Discussion, conclusions of the seminar  
16:15 Seminar participants: Adjourn 

Workshop participants: Planning of the workshop 
 

17:00 Workshop participants: Adjourn  
 



VTT, VTT Nuclear, VTT System research 
Overview  

NKS/DIGREL seminar, October 25, 2011  
Espoo VTT  
Jan-Erik Holmberg, VTT  
 
 



2 01/11/2011 

VTT Technical Research Centre of Finland  

 VTT IS 
�ƒthe biggest multitechnological applied  

research organisation in Northern Europe 
 

 VTT HAS 
�ƒpolytechnic R&D covering different fields of  

technology from electronics to building technology 
�ƒclients and partners: industrial and business 

enterprises, organisations, universities and research 
institutes 

 
   VTT CREATES 

�ƒnew technology and science-based innovations in co-
operation with domestic and foreign partners 

 

�ƒTurnover 245 M�¼ 

�ƒPersonnel 2,700 

�ƒ77% with higher 
academic degree 

�ƒ6,200 customers 

�ƒEstablished 1942  

�ƒVTT has been 
granted 
ISO9001:2000 
certificate. 
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VTT nuclear energy R&D competencies  

�ƒVTT has 200 researchers in nuclear energy 
�ƒVTT research competencies cover  

�ƒreactor safety  
�ƒGen-IV  
�ƒwaste management and  
�ƒfusion 

�ƒVTT is the major technical support organisation  
for the authorities and the Finnish nuclear industry 

�ƒVTT performs contracted research on challenging topics related to 
nuclear safety, plant life management and nuclear waste 
management 
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 �)  VTT serves both  
     STUK and industry  

 

Not the same analyses  
Not the same people  
Not the same equipment  
Not the same software  
In case of same application &  
same software:  
Input data & assumptions are 
selected/given by STUK and 
sensitivity analyses are performed 
by VTT �± preferably by a different 
person 

Independent and confident VTT  

independency  
confidentiality  

Vendor  

Utilities & Waste  
Management  
Companies  
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Strategic R&D focus areas  
1) Reactor safety - Existing plants and new builds 

�‡Deterministic safety analyses  
�‡ Fuel and reactor physics  
�‡ Thermal hydraulics  
�‡ Accident and transient analyses  
�‡ Severe accident management  

�‡Structural safety of reactor circuit and structures  
�‡Risk-informed safety management 
�‡Simulation products and services 
�‡Automation and control room  
�‡Radiological impacts and emergency preparedness  
�‡Organisation and human factors  

2) Waste management and geological disposal 
�‡Performance analyses and experiments of technical and natural 

barriers of repositories  
�‡Technology development of engineered safety barriers 

  
 

 

3) New generation reactors 
4) Nuclear fusion technology 
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Models, analyses, simulation and software for better safety and  
productivity of nuclear power plants  
 
Systems Analysis          

�‡ Probabilistic risk assessment (PRA) 
�‡ Assessment of safety critical automation (I&C) 

 
Computer Simulation Models and Technology 

�‡ Plant-wide dynamic simulation models 
�‡ Simulation based training and testing of automation 
�‡ Semantic information models in industry: integration of simulation with 

design 
 

Human Factors Engineering (HFE) and Systems Usability 
�‡ Human activity and Human-Technology Interaction (HTI) in control 

centres  
�‡ Development and evaluation of control room operations and 

technology 
�‡ Competence development and training 

 

VTT Systems Research  
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VTT creates business from 
technology  



SAFIR2014  

National Nuclear Power Plant Safety 
Research Programme 2011-2014 

 
SAFIR2014 overview  

Kaisa Simola 
SAFIR2014 programme director 
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SAFIR2014 programme 2011-2014 

Continuation to a series of national NPP safety research 
programmes (since 1990) 

 
Mission of the research programme is derived from the 
stipulations of the Finnish Nuclear Energy Act: 
 

 The objective of the SAFIR2014 research programme is to 
develop and maintain experimental research capability, as well as 
the safety assessment methods and nuclear safety expertise of 
Finnish nuclear power plants, in order that, should new matters 
related to nuclear safety arise, their significance can be assessed 
without delay. 
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SAFIR2014 programme in 2011 
Planned volume 9.4 M�¼ 

xxx 

VYR 55 %

VTT 30 %

Fortum 2 %

TVO 1 %

NKS 2 %

Aalto 2 %

Others 8 %

Planned Funding shares in SAFIR2014 in 2011 

Main funding source: The Nuclear Waste Management Fund (VYR) 
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SAFIR2014 programme 2011-2014 

Framework for the programme  
 

SAFIR2014 Framework Plan  published 
together with the call for proposals in Autumn 
2010 

 

Supplements to the Framework Plan for the call 
for 2012 

Fukushima-related issues 

Topics for social research 
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SAFIR2014 programme 2011-2014 

Research areas    (# of on-going projects) 
 
1. Man, organisation and society  (2) 
2. Automation and control room   (4) 
3. Fuel research and reactor analysis   (5)  
4. Thermal hydraulics    (8) 
5. Severe accidents     (4) 
6. Structural safety of reactor circuits  (6) 
7. Construction safety    (4) 
8. Probabilistic risk analysis   (3) 
9. Development of research infrastructure (2) 
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SAFIR2014 programme in 2011 

5 %
11 %

16 %

16 %
11 %

17 %

12 %

6 %
6 %

Man, organisation and
society

Automation and control
room

Fuel research and
reactor analysis

Thermal hydraulics

Severe accidents

Structural safety of
reactor circuits

 Construction safety

 Probabilistic risk
analysis (PRA)

Development of
research infrastructure

Planned total volume of research projects 9.4 M�¼ 
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Research topics in 2011 
 

 
2 �± Automation and control room  

Coverage and rationality of the software I&C safety assurance 
(CORSICA)  
Human-automation collaboration in incident and accident situations 
(HACAS) 
Safety evaluation and reliability analysis of nuclear automation 
(SARANA) 
Safety requirements specification and management in nuclear 
power plants (SAREMAN) 
 



SAFIR2014  

International co-operation 
 

Nearly all projects have international contacts: 
 

OECD/NEA experimental projects and database projects, NEA 
working groups 
EU networks and projects 
Nordic co-operation (NKS, NORTHNET, Halden) 
Co-operation with universities and research institutes 
Co-operation with nuclear industry and safety authorities abroad 

 
 



SAFIR2014  

SAFIR2014 programme 2011-2014 

http://safir2014.vtt.fi 
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RADIATION AND NUCLEAR SAFETY AUTHORITY 

NKS/DIGREL 
STUK perspective  

Digital Automation & Risk Analysis 
25.10.2011 / Ilkka Niemelä 

with viewpoints of Mika Koskela 
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I&C Design and Analysis Problems  

�‡ I&C has been recognized as one of the major challenges on 
nuclear power generation field. Anyway, we feel that the 
discussion sometimes misses its mark.  

�‡ A kind of scapegoat has been software and software based 
technology. However, a major proportion of problems we have 
met is not technological but about lack of proper project control 
and use of ad-hoc human activity. 

�‡ Problems arise from inadequate design and analysis of 
technology, not from the technology itself. 

�‡ Our inspectors have seen (obvious!) design errors �± 
independent of technology �± which could have been sorted out 
before sending the documents to the authority. 

�‡ Should we focus on design and implementation processes or on 
the complexity and details of software based technology �± or 
both? Are both equally possible? 



�6�b�7�(�,�/�<�7�8�5�9�$�.�(�6�.�8�6���‡���6�7�5�c�/�6�b�.�(�5�+�(�7�6�&�(�1�7�5�$�/�(�1 
RADIATION AND NUCLEAR SAFETY AUTHORITY 3 25.10.2011 IN 

Which kind of analyses reveal  
problems in the following architecture?  

More specifically: 
 
In which requirement specification is the correct behavior of the  

process-automation-protection entity defined? 
 

Can we find the errors by testing each individual I&C system 
against its own requirements specification only? 
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Diesel switch 
Board 

D G 

Protection 
System (PS) 

 
 

SICS panel 
Manual on/off controls 

1 3    2 
Priority select 

U< 

Possible start command from PS 

Stop command from 
undervoltage 

PAC 

Load (Pump�U���À���o�À���Y�•��
controlled by TXS Load (Pump�U���À���o�À���Y�•����

controlled by TXP 

U< 

Stop command from 
undervoltage 

FUM module 

TXP automation 
processor 

From HBS key 

Central 
command 
memory 

TXP PU 

Plant bus 

Manual 
On/off 

commads 

Operator PC 

Terminal bus 

Red color = TXP  
(SC3, 4 or EYT) 

Blue color = TXS  
�~�^���î�U���Y�����z�d�• 

Start/ 
Stop 
Com. 

Automatic control of diesel-backed busbars 
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Requirement oriented design  

�‡ Is it possible to find the above design flaw without requirements? 
�± Discovery outside requirement specification by NPP professional is 

more or less random and depends on the insights of individuals. 
 

�‡ Requirements are the starting point 
�± design basis; reference models; failure behavior; functionality...  
�± �I�R�U���F�R�Q�I�L�J�X�U�D�W�L�R�Q���P�J�P�W�����W�K�H���V�L�W�X�D�W�L�R�Q���S�L�F�W�X�U�H���S�U�H�V�H�Q�W�����³�:�K�D�W���Z�H���K�D�Y�H�"�´��

�³�:�K�D�W���K�D�V���W�R���E�H���G�R�Q�H�"�´�� 
�± for testing: how we expect system to behave?  
�± for failure analysis: what is a failure; what is a success 

 
�‡ Requirement oriented approach is the only way to survive with 

complexity 
�± large scale applications  
�± software intensive systems 
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Risk -related Failure Analyses in New YVL 
Guides  
�‡ Failure tolerance analysis 

�± Shows that the system fulfills its function in presence of failures 
according to success criteria (N+1, N+2, D+1) 

�± Demonstrative 
 

�‡ FMEA 
�± Descriptive analysis of system under failures 

 
�‡ PRA 

�± Descriptive numerical risk analysis, based on FMEA 
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I&C Failure Tolerance Analyses Levels  
1. Control diagram / protection diagram level 

�± Analysis of logic independent of implementation 
�± HAZOP on signals/parameters: too little, too much, no change, too 

early, too late, contradictory 
�± E.g. CCF analysis for sensors of OL3 protection system showed 

that simultaneous erroneous signals from all sensors performing 
the same task does not prevent from reaching safe state 

�± Identifies signals/parametersw where incorrect values are critical 
or non-critical 

2. Signal / System level 
�± Identifies reasons for incorrect signals/parameters (HW/SW) 

3. System level 
�± Identifies dependencies within the system and dependencies on 

support systems 
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Versus Analyses on One Level  

One-level I&C failure analyses typically 
�± Assume a failure and then describe its effect to a complex 

system without presenting the mechanism of propagation 
�± Thus, are not traceable 
�± Can not be reviewed, can only be believed 
�± Are of little use 
�± Are too many! 



�6�b�7�(�,�/�<�7�8�5�9�$�.�(�6�.�8�6���‡���6�7�5�c�/�6�b�.�(�5�+�(�7�6�&�(�1�7�5�$�/�(�1 
RADIATION AND NUCLEAR SAFETY AUTHORITY 9 25.10.2011 IN 

Requirement Oriented Design  
�‡ Because of the difficulty of reaching adequate confidence on 

software intensive systems only by testing, the method for 
licensing software intensive systems is in general two-step 
approach:  
�± Assurance that the requirements are correct (starting point and 

target of the activities)  
�± Assurance that the actor has proper capability to reach the 

target (processes, organizational issues)  
�± Additional elements are  

�‡ independence (included in safety systems development)  
(licensee/supplier scope) 

�‡ checking verification efficiency by targeted inspections/checks using 
diverse verification methods etc. (authority scope)  

 
�‡ Emphasized in future STUK YVL design guides 
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Requirement Oriented Design & Analysis  

�‡ Focus must be set on early phases of lifecycle/project 
�± the most important decisions are concerning requirements, 

design bases, high level design etc.  
�± designer / analyst may not assume/invent, but refer to 

requirements specification 
 

�‡ Strict holdpoints 
�± clear motivation for licensee, suppliers and authorities 

 

�‡ Traceable analyses based on requirements 
�± Credibility in design AND analyses 
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Summary  

Can you define acceptance criteria before analysis? 
 

�‡ If not, there is no need to perform analysis 
�± This could be a sign of unclear/ambiguous situation 

 
�‡ If yes, make a traceable analysis 

�± This is a sign of mastered/well defined situation 
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